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In this chapter, we will be looking at
what you should you be doing to
actively stay safe online - the relevant
safety protocols and resources related
to cyber security for online educational
provision.
In a world where many of us have been
asked to rapidly change our working
practices and to do our jobs from home,
research suggests that cyber security
incidents are on the rise due to many of
us being unfamiliar with basic online
security practices.
Teachers can now use an array of digital
tools to help make their job easier,
increase opportunities for learning and
improve student engagement. But these
tools can also pose significant privacy
and security risks.
Thankfully, these threats can be easily
mitigated by developing our own
awareness of the subject (cyber
resilience) and taking actions to
improve our personal online security starting with the basic protocols
outlined in this report.

Part 2 covers the basic actions - do's
and don'ts - behind the most
important cybersecurity protocols,
that we recommend adopting whilst
you continue to learn through the
additional resources provided.
The report should act as a solid
reference guide in identifying the
principles and effective practices for
individuals to consider, whilst
recognising that there is no 'onesize-fits-all' approach to
cybersecurity, we simply need to
bolster and raise our awareness of
the subject.

Education is the key to helping
teachers and pupils better identify
online threats and keep themselves
protected.

Andrew S. Rae
Data Scientist / Analyst
PRS For Music
andrew.srae@outlook.com
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Welcome to Part 2 of the report Creating Cyber Resilience!

- Introduction -

Introduction

Quote
Systems comprise many building blocks, and protocols
describe how they interact. The word ‘protocol’ comes from
Greek: pr ō tos ‘first’ + kolla ‘glue', so you could say that
protocols are the glue that holds the internet together.

- Overview: Part 2 Introduction

Overview: Part 2 of Research

In computing, protocols are a set of rules governing the exchange or
transmission of data between devices.

Cyber security protocols are essentially the plans, actions and measures
that aim to keep you as an individual safe from malicious attacks, data
breaches and other online security incidents.
In order to make sure that you are protected online, you need to employ
various protocols and software that work well together. Since there are
multiple ways through which an attacker can gain access to your networks,
systems and sensitive data, you need to employ more than one security
measure.

Part 2 will address the following main question:
Q: What are the relevant safety protocols relating to cyber security and
resilience for online music tuition?
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Whilst the full report (Part 1 and 2) gives reference to specific advice for
online music practices, it is perfectly suitable for all students and educators
from a variety of subjects and backgrounds to make use of the findings
found within this research.

Desk research was performed two-fold: first to assemble the relevant
safety protocols related to cyber security for online educational; second, to
provide an appropriate index of resources related to the subject which
would act as a reference guide for further educational purposes.

- Desk Research -

Desk Research

The method was not too dissimilar from the ‘search-strings’ approach
adopted within the comparative literature review used for a previous study
(see 'Following the Science', MEPG, 2020) with the idea being to identify:

Cyber Security: Protocols
- Protocols are the plans, actions and measures that aim to keep an
individual safe from malicious attacks, data breaches and other
forms of online security incidents.

Cyber Security: Resources
- A list of strategic guides aimed at the protection of information and
communications through a variety of training resources, policy
resources, guides, videos, and interactive games.

Combining both the protocols and resources gathered for this report will
help develop an individuals overall cyber resilience.
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This research concentrates on delivering the key points and factors which
are most relevant to staying safe online from an individual perspective.
The following section will outline these results in more detail.

Results:
Protocols &
Resources
Creating Cyber Resilience

This section lays out the main findings into the protocols and resources for
practicing and employing basic cyber security methods.
Whilst there are many cyber security protocols relating to companies and
organisations, this report focusses on developing an individual's safety and
awareness of the subject. Each protocol is discussed with the following

- Protocols & Resources -

Protocols & Resources

sections:

Background A brief description and overview of the relevant security feature with a
focus on raising overall awareness of the protocol in discussion.

Safety Features What are the main security/safety features of each protocol? - gives
evidence to the benefits of utilising certain cyber security methods.

Guidance What is the best way to use the relevant protocol? - provides an
explanation on how to install or adapt a particular security method.

Examples -
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Gives a list of secure and safe working examples which can be applied
for each method. This can be in the form of a software, service or
template for the online security situation being discussed.

A cyber security 'threat' refers to any possible malicious attack that seeks to
unlawfully access data, disrupt digital operations or damage
information. Below is a list of common online threats/risks and the relevant
protocols to follow to best protect yourself against these potential incidents:

Phishing
Phishing attacks use fake
communication, such as an email, to trick
the receiver into opening it and carrying
out the instructions inside, such as
providing a credit card number.

Malware
Malware is malicious software such
as spyware, ransomware, viruses
and worms. Malware is activated
when a user clicks on a malicious
link or attachment, which leads to
installing dangerous software.

Man-in-the-middle
A man in the middle (MITM) attack is a
general term for when a perpetrator
positions himself in a conversation
between a user and an application—
either to eavesdrop or to impersonate
one of the parties.

PROTOCOL

VS

2FA
Two-factor authentication (2FA) is a login
method that necessitates the use of a
username or pin number as well as access
to an external device or account, such as an
email address, phone number, or security
software.

Firewall
A firewall is a digital barrier that protects
your computer from dangerous users and
malware. At its most basic, a firewall is
essentially the barrier that sits between a
private internal network and the public
Internet.

VPN
A Virtual Private Network (VPN)
encrypts your internet connection on
public hotspots to protect the private
data you send and receive while using
public Wi-Fi, like passwords or credit
card information.

90

THREAT

- Threats vs Protocols -

Cyber Security: Threats vs Protocols

Cyber security is a broad, multi-disciplinary profession. While not everything in cyber
security is technical, the profession has developed and/or uses an extensive
vocabulary of terms to describe many of the concepts associated with it.
Understanding the basic language will help to enable clearer communication and
common understanding of cybersecurity terms, through use of plain English and
annotations on the definitions. Provided below is a set of straightforward definitions for

- Terminology -

Cyber Security: Terminology

common cyber security terms:

Antivirus Software

DEFINITION
Anti-virus software is a computer program used to
prevent, detect, and remove malware.

Advanced Persistent Threat
(APT)

An advanced persistent threat is an attack in which
an unauthorised user gains access to a system or
network without being detected.

Authentication

The process of verifying a person's identity when
trying to gain access to a computer or files.

Backup

Storing copies of your files on a server, hard drive,
computer or removable drive to access in case of
loss.

Baiting

Online baiting involves enticing a victim with an
incentive.

Browser

Bug

A browser is software that is used to access the
internet. The most popular web browsers are
Chrome, Firefox, Safari, Internet Explorer, and
Edge.
A bug refers to an error, fault or flaw in a computer
program that may cause it to unexpectedly quit or
behave in an unintended manner.
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TERM

Cookie

Cookies are small files which are stored on a user’s
computer. Cookies provide a way for the website to
recognize you and keep track of your preferences.

Data breach

A data breach is a confirmed incident where
information has been stolen or taken from a system
without the knowledge or authorization of the
system’s owner.

Domain name

The part of a network address which identifies it as
belonging to a particular domain.

Encryption

Transforming data to conceal or hide it.

Firewall

Hacker

IP Address

Malware

Patch (software update)

- Terminology -

The practice of using a network of remote servers
hosted on the Internet to store, manage, and
process data, rather than a local server or a
personal computer.

A firewall is a software program or piece of
hardware that helps screen out hackers, viruses,
and worms that try to reach your computer over
the Internet.
Someone who violates security to access data for
a malicious reason.
An IP address is an identifying number for a piece
of network hardware. Having an IP address allows
a device to communicate with other devices over
an IP-based network like the internet.
Malware is shorthand for malicious software and
is designed to cause damage to a computer,
server, or computer network.
A patch is a piece of software code that can be
applied after the software program has been
installed to correct an issue with that program.

11

Cloud Computing

Ransomware

A proxy server is another computer system which
serves as a hub through which internet requests
are processed.

A type of malicious software designed to block
access to a computer system until a sum of money
is paid.

Smishing

Smishing is any kind of phishing that involves a text
message.

Spam

Spam is slang commonly used to describe junk email on the Internet.

Spyware

Malware that monitors activity or information on a
victim's computer without consent and sends it to
another person.

Trojan

Two-Factor
Authentication

VPN
(Virtual Private Network)

Virus

Worm

- Terminology -

Proxy Server

Phishing is a method of trying to gather personal
information using deceptive e-mails and websites.

A Trojan is also known as 'Trojan horse'. It is a
type of malicious software developed by hackers
to disguise as legitimate software to gain access
to target users’ systems.
Two-factor authentication (2FA), often referred to as
two-step verification, is a security process in which the
user provides two authentication factors to verify they
are who they say they are.
A virtual private network gives you online privacy
and anonymity by creating a private network from
a public Internet connection. VPNs mask your
Internet protocol (IP) address so your online
actions are virtually untraceable.
A computer virus is a malicious software program
loaded onto a user’s computer without the user’s
knowledge and performs malicious actions.
A computer worm is a malware computer program
that replicates itself in order to spread to other
computers.

21

Phising

Cyber
Security:
Protocols

Virtual Private Network

#1

- VPN -

VPN
Background

30-35

A Virtual Private Network (VPN) is an unbreakable tunnel between your device and the wider
internet. Nobody can intercept your data while it's in transit, which is why it's such an important
security measure. To understand how a VPN does this, let's examine what is at the heart of the
issue: the network.

Networks: When you open your browser and visit a
site such as wikipedia.com, your computer doesn't
directly interact with Wikipedia's servers.
Instead, your request goes on a long journey through
several other destinations. Imagine that you're in a
coffee shop using public Wi-Fi. First, your computer
connects to the coffee shop's router - unless a
nearby hacker is spoofing their network ID.
(see 'Man-in-the-middle' scam definition - page 09).

The coffee shop passes your request to their Internet Service Provider's (ISP) servers. The ISP
will then use a Dynamic Name Server (DNS) to find Wikipedia's IP address. And when data is
coming back to your device, it passes through the same journey, except in reverse.
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All of these systems represent your network. If this coffee shop doesn't use a secure network,
people could intercept your data. This could allow cybercriminals to steal your login details,
or give access to marketing companies to spy on your activity.

the VPN server, it will appear to have the internet protocol (IP) address of the VPN server, thus
masking your original IP address and hiding your online activity.

A VPN runs in the background while you are using the internet, keeping
you safe and protecting your privacy. The main security features and
benefits of a VPN are:

- VPN -

When you use a VPN, it encrypts all of your data from the moment it leaves your device. Your
information passes through a safe intermediate stage, known as a VPN server. This server will
hide any information which you may pass between devices online. Since your data is exiting

Safety Features

Encryption: Encryption uses a mathematical function that takes readable ‘plaintext’ and
randomly scrambles it to unreadable ‘ciphertext’ which can’t be understood unless it is
decrypted back to readable plaintext. Encryption protects data from being read or
compromised if it is lost or stolen.

Secure connection from anywhere: VPNs give secure access to the internet, no matter
where you are. Even if you're using public Wi-Fi, all of your outgoing and incoming traffic is
secure and anonymous

Extra layer against hackers: Cybercriminals will try to intercept traffic and steal your data
using techniques such as the 'Man-in-the-Middle' attack. By using a VPN, you safeguard
yourself from this kind of hack.

Anonymous browsing: VPNs protect all of your information from the outside world. No-one
can snoop or spy on your digital activity. Even the websites you visit won't be able to log your
IP address.

Guidance

21

1. Choose a VPN provider
2. Download & install client
3. Manage settings
4. Fine-tune the connection

51

Installing a VPN is usually quite painless, although the
process varies between service providers. Generally,
you'll need to go through the following steps:

Choose a VPN provider: when considering the overall safety of an external application, you
can refer to the 'Platforms & Security' section in Part 1 of this report. Consider the
guidelines from this section when browsing the internet for a provider. When choosing a
VPN, you will most likely need to ask questions like:

- VPN -

1.

• What's my budget?
• How much data do I use per month?
• Which geographical locations do I need to access?
• Is this service trustworthy?
Don't rush this decision. Spend some time reviewing the options and find the most suitable
VPN provider for your needs.

2. Download & Install Software
Each VPN provider goes about things in
different ways. Some will ask you to change
device settings or update your router. Others
will require you to install browser add-ons.

1. Go to the official website of your preferred VPN provider. There will usually be a 'signup' process which you will use to create your login credentials.
2. Navigate to the 'Download' section of the VPN site and start the process to begin
downloading the VPN client software.
3. Open the VPN software and login using your new credentials.

3. Manage Settings

This is an open-source protocol, which means you can view its code. OpenVPN is also
rapidly becoming an industry standard.

21

OpenVPN

61

VPN protocol settings decide how data is routed between your computer and the VPN
server. Some protocols help improve speed, while others help improve data privacy and
security.

The Layer 2 Tunnel Protocol is another popular protocol. It has strong security protections and is
often bundled with the IPSec protocol, which authenticates and encrypts packets of data sent
over the VPN.

- VPN -

L2TP/IPSec

SSTP
The Secure Socket Tunneling Protocol is fully integrated with the Microsoft operating system.

PPTP
Point-to-Point Tunneling Protocol is one of the oldest VPN protocols. But it is becoming less
widely used since there are faster and more secure protocols available (see above).

4. Fine-tuning connection
Once you have the basics out of the way, it's time for improvements. Make sure the settings
you've applied to the VPN suit your privacy needs.
• Decide whether you'd like the VPN to run as soon as you turn on your device. This
may be a good idea if you need the protection of a VPN all the time. If you think that
you'll only need to use the VPN occasionally, you can set it to launch only when
required, freeing up network resources for other uses.
• Another fine-tuning option is to choose commonly used servers as your defaults or
"favourites." This can save you a bit of time since you won't have to search for
preferred servers every time you connect.
• You may also want to turn on the "kill-switch" if your VPN provider offers it. The killswitch is designed to prevent a device from sending or receiving data if the VPN
becomes disconnected.

Safer Browsing
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Even if you're on a vulnerable public Wi-Fi connection, everything is passing safely through
your VPN. You can relax, safe in the knowledge that nobody is accessing your data.

71

Once you've set up your VPN, you don't need to do anything else. It runs in the background
on your device, protecting all of your traffic.

Some of the best examples of VPNs included in this research
were ones which contained a 'no-logs policy'.

Examples
- VPN -

A no-logs policy means that the VPN operator does not keep any records of the
sites you visit or the data you exchange with them. This ensures your privacy is
protected, even if the service suffers a security breach, or is legally compelled to
hand over information about its customers. Many free VPN services don't have
this feature, as they make their money by selling personal information to
advertisers – for this reason, it is usually best to avoid them.

NordVPN
NordVPN is a reputable provider having been through two independent audits in
recent years which confirms it has a no-logging policy. The software also
provides built-in ad and malware blocking (antivirus software).

The current price (February 2022) is £3 per
month, which is very reasonable. The
service also provides plenty of
troubleshooting articles and tutorials which
are useful for all users.

ExpressVPN
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ExpressVPN also has a strong track record in terms of privacy, having been
audited to prove its zero-log policy. The provider's software also offers a useful
kill-switch feature that prevents network data from leaking outside of its secure
VPN tunnel in the event the users connection fails.

- Detection & Protection -

#2

- Antivirus Software -

Antivirus Software

Background
30-35

Antivirus software is designed to find viruses and malware such as Ransomware,
Trojan Horses, Worms, Spyware, Adware, etc., - that can have a detrimental impact
to your device. It searches for known threats and monitors the activity of your
computer's programs, flagging suspicious behaviour.

The effectiveness of an antivirus program is
heavily dependent on how often it is updated.
Most antivirus programs rely on a library or
database of known viruses that they use to
compare with programs on a user’s device. If a
match is found, the malicious program will
either be deleted or placed into a quarantine
area from which a user can decide to restore or
delete the program manually.
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Users should not consider an antivirus program to be universal protection against
all viruses and malware. Instead, users should consider an antivirus program to be
one part of developing their overall cyber resilience.
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One limitation of traditional antivirus programs is that they only provide protection
against known threats. Therefore, if a hacker cooks up new malicious code, an
antivirus program may fail to detect it when a scan is done.

Antivirus products work by detecting, quarantining and/or
deleting malicious code, to prevent malware from causing
damage to your device.

Safety Features

Pinpointing specific files for the detection of malicious software
Scheduling automatic scans
Scanning either one file or your entire computer at your discretion
Deleting malicious codes and software
Confirming the safety of your computer and other devices

- Antivirus Software -

Modern antivirus products update themselves automatically, to provide
protection against the latest viruses and other types of malware. The
software provides protection against threats by performing key tasks:

A lot of antivirus software is bundled with other digital security software,
such as:

Firewalls/ network protection: Firewalls block threats on your device’s
network, while antivirus software on its own is only device-specific.

Password managers: Password managers hold all of your login
credentials in an encrypted vault.

Guidance

21
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Windows, macOS and Android include
built-in AV products by default and
these will meet the needs of many
individuals, but you may also wish to
look at commercial third parties.

The first step is to choose a suitable antivirus program.
There are many free and paid versions of antivirus
programs available. It is generally encouraged to
research trusted sources or reviews for different
antivirus programs (see examples below).

2

When installing the antivirus program, it is best to set
up scheduled updates. The antivirus program will
usually prompt you during the setup process to
schedule a certain time or frequency for updates. It is
recommended to set this to update daily - when your
computer will be on but not in use.

3

It is also a good idea to have a thorough first scan to
remove any viruses or malware that may already be on
the device.

If you are using a paid antivirus program, it is important
to ensure the subscription is renewed to avoid gaps in
coverage.

With an antivirus program configured with regular updates and scans, users
should feel safer from known threats. Antivirus programs are a key part to a
user’s regular cybersecurity practices.

12

5

Ensure scans are performed at regular intervals. We
recommend daily scans at a time when you are not
using the device.

21
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- Antivirus Software -

1

Examples

Some antivirus programmes will rate URLs that a user may visit or that show up in
search results - using a red-yellow-green color-coding system. Some will also
actively block processes on your system from connecting with known malwarehosting URLs or with fraudulent (phishing) pages.

- Antivirus Software -

Most antivirus products will distinguish themselves by going
beyond just the provisional basics of scanning and real-time
malware protection.

Microsoft Defender
Microsoft Defender is a free, built-in product that comes with all Windows
computers. It gives capable mid-range protection - mostly without users ever
even knowing it's there. Defender has a dashboard, its own scan options and
other antivirus features, but you'll never even see them unless you go looking.

Features: multi-layered anti-ransomware,
firewall, webcam and privacy protection,
web filtering, parental controls and backup
options. Using Microsoft Defender for threat
detection should be a user's starting point
for antivirus security on Windows,

Kapersky
Kapersky is a well-regarded and trusted source of antivirus protection, and it
maintains that reputation with its internet security for Mac software.

21

against webcam hijacking. It also provides an encrypted browser for additional
security for sensitive online tasks like doing your banking.

22

Features: malicious URL blocking, ransomware protection, and countermeasures

- Entropy & Authentication Methods-

#3

Background

- Password Management -

Password Management

30-35

Ever since the early days of computing, password management has been one of
the most crucial aspects of information security. Passwords are frequently the only
thing protecting intellectual property, network access, and personal
communications. Unfortunately, due to human error, negligence and simple lack of
knowledge, passwords tend to be the weakest link in security.

When developing a password, most people
choose something easy to remember that
meets the bare minimum password
requirements. The issue with this practice is
that, given a decent amount of time, social
engineering tactics, and the right tools, a
malicious individual can easily guess them.

7. 123 4567
8. password
9. 123123
10. 987654321
11. qwertyuiop
12. mynoob

13. 123321
14. 666666
15. 18atcskd2w
16. 7777777
17. 1q2w3e4r
18. 654321

19. 555555
20. 3rjs1la7qe
21. google
22. 1q2w3e4r5t
23. 123qwe
24. zxcvbnm
25. 1q2w3e
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1. 123456
2. 123456789
3. qwerty
4. 12345678
5. 111111
6. 1234567890

32

Top 25 Most Common Passwords Used in Dictionary-Based Cyberattacks

Password Entropy
Password entropy is a measurement of how unpredictable,

Safety Features

A malicious hacker might try who is trying to steal your data might try the
following approaches:

Simple guesses. The hacker uses well-known passwords like “password” to
unlock access.

Brute force. The hacker uses a program that submits dozens of guesses every
minute based on mathematical probabilities.

- Password Management -

and therefore un-guessable, a password is.

Research. The hacker digs through a user's social media accounts and online
presence to find out their street address, pet’s name, and other common data
points used in passwords.
Password entropy measures the likelihood that these hacking methods will work
and the intruder gets in. The safest passwords are those with high entropy. The
passwords that have the most randomness are, technically speaking, the safest
and most difficult to hack. Passwords must be as close to truly random as possible
in order to be secure.

Password Managers

21

Most password managers also include a
password generator to create strong, unique
passwords which ensure that the user is not
using the same password in multiple places.

42

A password manager is essentially an
encrypted digital vault that stores secure
password login information you use to
access apps and accounts on your mobile
device, websites and other services.

A common misconception is that longer
passwords have higher entropy. This is not
necessarily true. A single word in the
dictionary, no matter its length, has 16 bits of
entropy. However, longer does tend to be
better, as more characters make for more
opportunity for randomness, and keep
hackers guessing for longer.

- Password Management -

Guidance

One approach to password creation, described by former NASA scientist Randall
Munroe, is to use a memorable yet random phrase or collection of words, such
as “correcthorsebatteryshape”. Phrases like this typically have an entropy value of
44 bits, and make for strong passwords, while also being relatively easy to
memorize. A brute force attack of 1,000 guesses per second would take 550
years to guess a password with this level of entropy.

Password managers generally all

21

1. Import existing passwords
2. Add a new login
3. Sign into app with password manager
4. Sync and access passwords on all user devices

52

work in the same way. Once you’ve
signed up for an account, you can use
the email address and password you
signed up with to log into the app on
your phone, or the extension in a web
browser such as Chrome.

Online Entropy Calculators

Examples

Low scores indicate passwords that are very easy to crack. Users should typically
aim for a score of '60' or higher. There are plenty of examples of online entropy
calculators which can help a user boost their current password scores. The
'Omni' calculator is a good, safe resource for calculating password entropy.

Password Management Apps

- Password Management -

Math plays a role in calculating password entropy. Password
entropy is typically expressed in 'bits'.

When a user signs up for a password manager, a 'master password' will be
required to secure the account. The master password is used to encrypt the
contents of a user's password vault, so it should be made to be difficult for
hackers i.e. a high level entropy score.
As an additional precaution, the user
should set up Multi-Factor Authentication
(MFA) to secure the password manager
account. This type of authentication can be
biometric, SMS-based, or via time-based
one-time passwords (TOTPs) stored in an
authenticator app.

LastPass
LastPass is a secure and easy to use password management application which
offers a free reliable service. All data is stored using AES-256 bit encryption

21
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behind multi-factor authentication, which can help protect users from phishing
attempts and other types of attacks.

- Developing Awareness & Resilience

#4

- Scam Detection -

Scam Detection

Background
30-35

Online scams are essentially methodologies of 'Fraud', a serious crime facilitated by
cybercriminals on the Internet. The best form of defense against these methods is
awareness. Scammers often update their tactics, but there are signs that will help
you recognise a phishing email or text message.

Below are some common signs that an online situation
could be a scam:
It seems too good to be true – for example, a
holiday that’s much cheaper than you’d expect.

Someone you don’t know contacts you
unexpectedly.
You suspect you’re not dealing with a real
company – for example, if there’s no postal address.
You’ve been asked to transfer money quickly.
You’ve been asked to give away personal information like passwords or PINs.

21
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You haven't had written confirmation of what's been agreed.

Knowledge is power

Safety Features

The security benefits of developing this awareness include:

1. Prevents breaches and attacks

- Scam Detection -

Developing an individual's knowledge and resilience to
online scams is an essential line of protection against cyber
crime alongside the technical defences aforementioned in this report.

2. Helps make technological defences even

more robust.
3, Promotes an individual's online confidence.
4. Helps an individual become more socially
responsible as an online professional.
5. Help build an individual's overall cyber
resilience.

Before looking at the examples, it is important to remember that online scammers
will typically:
try to gain trust by claiming to be from a well-known business or impersonating a
known contact;

create a sense of urgency to get you to make decisions without thinking.

21

know how to appeal to your emotions and press your buttons to get what they
want;

82

will suggest their own verification procedures, like going to websites they have
created or calling numbers they provide to you;

Guidance
- Scam Detection -

A basic guide for developing a user's
personal awareness of online scams is to
create a checklist which highlights the key
signs of a potential attack.
Below is an example of questions which one
should ask themselves when confronted with
an SMS, email or any form of online
messages from an unknown sender.

Have you been contacted out of the blue?
Cold calls or unexpected emails or messages should raise suspicion,
especially if you’re asked to give personal or payment details.
It’s very unusual for legitimate organisations to contact you and ask for
sensitive information if you’re not expecting them to.
If you're not 100% convinced about the identity of the caller, hang up and
contact the company directly.

Have you been asked to share personal details?

2

Never share your personal details with anyone if you can't confirm they

Phone scammers will often try and get valuable personal data from you,
and they can use this to steal your money, or even to use your identity to
use fraudulently.

92

are who they say they are.
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1

Are the contact details vague?
Scam websites will have vague contact details. Often this will be be a PO
box, premium rate number (starting ‘09’) or a mobile number.
If anything goes wrong it's important you can contact those involved. This will
be difficult if you don't have accurate contact information.

- Scam Detection -

3

Premium rate numbers are also a favoured trick for squeezing every penny
they can out of you.

Are you being asked to keep it secret?

4

It's important you can discuss any agreements with your friends, family
or advisors.
Asking you to keep quiet is a way to keep you away from the advice and
support you need in making a decision

Is the offer too good to be true?
Scams will often promise high returns for very little financial commitment.
They may even say that a deal is too good to miss.

03

Use your common sense, if a deal is too good to be true, it inevitably is.
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5

- Scam Detection -

Are you being pressured to make a decision?

6

Fraudsters often try to hurry your decision making. Don’t let anyone make
you feel under pressure - it’s OK to take a break and think things through if
you’re not sure.
Sales staff should always give you time and space to make an informed
decision, anyone who tries to rush you should not be trusted.

Are there spelling and grammar mistakes?

7

Emails or messages littered with spelling and grammar mistakes are a
scam giveaway. Legitimate organisations will rarely, if ever, make spelling
or grammatical mistakes in their emails to you because they’ve been put
together by professionals and checked before they’re sent.

Phishing scam: Bank SMS

Examples

You receive a new SMS from your bank.
After looking at it closely, you realise
that although the previous SMS was
real, the new SMS is a scam.

Scammers can make messages look
real. Even if you’ve previously
received legitimate SMS messages
from the same number, don’t assume
all following messages are real.

13

1.

21

1

2.

It has a malicious link. The new SMS contains a link to a phishing website.
These types of websites attempt to trick you into giving out personal
information such as your bank account details, passwords and credit card
numbers. Even if you think the text might be real, it’s safer not to click on any
links, and to log into your account by typing your bank’s URL (Uniform
Resource Locator) directly into the address bar. The address bar appears at the
top of your web browser, and the numbers and letters that make up the URL
are the directions to the website or webpage.

3.

- Scam Detection -

Scammers can ‘spoof’ real phone numbers or email addresses, to make it
appear that they come from your actual bank or another legitimate contact.

It's not secure. Legitimate sites containing sensitive information will use https
not http, but don’t rely on this alone — some scam sites use https too.

It has a sense of urgency. Scams often try to create a sense of urgency. Don’t
rush — take the time to think about what the message is telling you to do and
consider whether it’s real.

2

Online shopping scam

You’ve been thinking about buying a new
barbeque, then you see an ad on social
media for a website that’s selling brandnamed barbeques for an amazing price.
You click on the link in the ad and it takes
you to a website.

It's not secure. When online shopping,
always look for the https (not http) and
the padlock icon in the address bar to
ensure there’s a secure connection
between you and the website.

23

1.

21

4.

2.

It has a sense of urgency. Scammers try to create a sense of urgency to
encourage you to do something quickly. Don’t rush — take the time to do your
research and consider whether a website is real.

3.

The deal is too good to be true. The price might be enticing, but remember

- Scam Detection -

Don’t rely on this alone, as some scam websites use https too.

that scams often present offers that really are too good to be true.
4.

It's using a non-secure payment method. Think about how they’re asking you
to pay. Scammers often ask you to pay by non-secure payment methods such
as wire, bank or international funds transfers, money orders, pre-loaded gift
cards, and cryptocurrency like Bitcoin. These methods are difficult to track and
it’s rare to recover money sent this way. Always look for secure payment
options such as PayPal or credit card.

3

Classified scam
You’ve decided to buy a Dachshund
puppy. You see an ad on an online
classified website for a cute puppy at an
amazing price. The ad claims they’re a
reputable breeder, but they haven’t
provided breeder association
membership numbers for you to check.

There's no evidence of the
puppy. Puppy scammers often steal
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photos from legitimate breeders'
websites and post them on their own.

21

1.

possible, ask for additional photos and videos.

It's too good to be true. The price might be enticing, but remember that

2.

scams often present offers that really are too good to be true.

- Scam Detection -

Use image search services such as Google or TinEye to do a reverse-image
search to find out if a picture has been posted elsewhere on the internet. Never
trust photos alone — always ask to see the puppy in person and, if that’s not

There are other up-front costs to consider. Puppy scammers often claim that

3.

they live or have moved interstate or overseas, so you’ll need to pay extra
costs like transport, insurance or customs costs. Local pickup will usually not
appear as an option.

The payment method is not secure. Think about how they’re asking you to

4.

pay. Scammers often ask you to pay by non-secure payment methods. It’s rare
to recover money sent this way. Always look for secure payment options such
as PayPal or credit card.

4

Phishing scam: Mail delivery
You’ve recently purchased something
online and are waiting for it to be
delivered. You receive an email about a
failed delivery and it’s asking you to
update your details. Before you click on
the link, you carefully consider the email
again and realise it’s a scam.

that the email address of the sender is
authentic. In this example, the domain
name (the part of the email address after
the @ symbol) is a sign that it’s not real.
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You can't confirm who it's from. Check

21

1.

2.

It has spelling and grammatical errors. These types of errors are a sign that it
could be a scam.

3.

It has a request for you to do something. The email is trying to obtain your

- Scam Detection -

If you’re unsure, contact the business directly using contact details that you've
sourced independently and you know are legitimate.

personal details. If scammers gain access to your personal information they
can potentially steal your identity or target you with a scam. Be cautious when
providing your details.
4.

It has a malicious link. Don’t just be wary of attachments. Watch out for links to
phishing websites. It’s safer to go directly to the service provider’s website by
typing the URL directly into the address bar.

5.

There's a sense of urgency. Scammers try to create a sense of urgency to
encourage you to do something quickly. Don’t rush — take the time to consider
and check whether an email is real.

You’re at work and you’re about to
log off for the week. Just before
you do, you receive an email from
your CEO about an urgent
payment. Your first thought is to
action his instructions immediately,
but then you realise he’s asked you
to do something somewhat
different to your usual process. You
carefully consider the email again
and realise it’s a scam.
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Business email compromise scam

21

5

similar to a real email address. Check that the sender's email address is the
real one. Look carefully — the letter 'i' in 'services' is actually a different
character. These kinds of differences might be really hard to spot.

It has a sense of urgency. Scammers try to create a sense of urgency to
encourage you to do something quickly without thinking it through or checking
that it’s genuine. Don’t rush — take the time to consider and check whether an
email is real.

3.

Some things have changed. Business email compromise scammers will try to
divert payments to their own bank accounts. Always verify changes to
payment details directly with the recipient, using known and trusted contact
details. Don’t deviate from your organisation’s payment procedure, which may
include going through a finance, accounting or payment team, even if the
request appears to come from your CEO or senior manager.

Know what to look for
It’s easier to spot a scam if you know what to look for. Remember to be careful if
someone:
you don’t know contacts you out of the blue;
you’ve never met in person asks for money;
asks you to pay for something or to give them money through unusual
payment methods such as gift cards, wire transfers or cryptocurrencies;
asks you to pay for something in advance — especially through an unusual
payment method;
asks you for personal information, like your bank details or passwords, or
access to your computer;
pressures you into buying something or making a decision quickly;
offers you something that sounds too good to be true — like an online
shopping deal, a prize for winning a competition, an unclaimed inheritance or
an invitation to invest in an ‘amazing’ scheme.
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2.

- Scam Detection -

You can't confirm who it's from. Scammers often use email addresses that are

21

1.

- Identifying & Protecting Others -

#5

- Safeguarding -

Safeguarding

Background
30-35

Online Safeguarding is crucial to helping teachers and other working
professionals keep vulnerable groups of people safe in the online world. It can
be used to describe particular safeguarding issues where technology is involved.

Technology by its nature is constantly evolving, bringing both new opportunities
and new risks for all but particularly for children and young people.
The online risks which face these groups of people do not conform to
geographic boundaries and as such, it is evident that a collective approach
between teachers and other individuals is fundamental to achieving positive
outcomes.

“The Internet is the single greatest
repository of knowledge in the
world...It helps me to do school work,
learn new things, discover trivia, find
out about new games, chat to my
friends, and a lot more...I honestly

21

- Young Person, Byron Review (2008)
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couldn’t live without it”

Safeguarding - Key Outcomes

Safety Features

One of the most important aspects of this responsibility is your obligation to keep
those who are in your care safe from harm. Below are some of they key learning
outcomes which constitute towards the main safety features behind online
safeguarding:

- Safeguarding -

Working with children and young people can be incredibly
rewarding. but it also comes with a good deal of responsibility.

1. Identifying online vulnerabilities
Online safeguarding helps give a thorough
overview of the different ways in which
particular individuals may be vulnerable online.
Anyone can experience online abuse and be in
danger, which is why it is everyone's
responsibility to spot the right signs and take
the necessary action.

2. Reporting online abuse efficiently
Once a teacher or individual has identified a possible online threat it is vital they
know what to do next. Correct digital training ensures passing the details of the
case to the relevant authorities.

21

Parents and young people want to know that there is a support network in
place to make sure that continued educational practices are safe online. Proving
to have a strong working knowledge of online safeguarding and a sense for
cyber awareness will help place trust that those involved with a child's online
educational activities are following strict protocols and safe practices.
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3. Establishing trust between teacher, parent and pupil

Trained individuals are more confident in dealing with their relative cyber
environments and any situations that they might be presented with. Having the
necessary knowledge behind cyber security and safeguarding practices ensures
that an individual can take decisive action if necessary.

- Safeguarding -

4. Feel comfortable and confident teaching online

5. Preparation for a disclosure
Training allows you to examine real-life
disclosures to prepare for a similar situation in
the future.
These discussions can be stressful, emotional
and complicated, so it’s beneficial that you have
an idea of what to expect before you negotiate
the difficulties of the real thing.

Guidance

There is a lot of statutory guidance regarding the safeguarding of children
online. Keeping Children Safe in Education (2021) places a significant emphasis
on Online Safety and firmly embeds the issue within the broader Safeguarding
guidelines.

21

Emphasising the increasing importance of online safety, KCSIE includes a
dedicated section (Annex C), highlighting the three areas (3C’s) as:
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As is highlighted in the statutory guidance, “...the breadth of issues classified
within online safety is considerable, but can be categorised into three areas of
risk:".

Contact: being subjected to harmful online interaction with other users
Conduct: personal online behaviour that increases the likelihood of, or causes,

- Safeguarding -

Content: being exposed to illegal, inappropriate or harmful material

harm.

The extract shown opposite
(Figure 1) illustrates these
categories as a matrix grid
identifying examples under
headings of Commercial,
Aggressive, Sexual and Values.
As both the technology and
the behaviour of individuals
change, these risks will also
develop.
Figure 1: Areas of risk (as structured from EU Kids Online, LSE, 2009)

Therefore, to ensure an effective online safeguarding approach, an individual's
online teaching policies and practices must be regularly reviewed to ensure
currency. Although the grid above has been defined in terms of ‘child’ use, it is
relevant to everyone who uses digital and mobile technologies

You should report any signs of online fraudulent activity: texts, emails, or
websites - to Action Fraud, which is the UK's national reporting centre for
fraud and cybercrime. You can report cybercrime online at any time using the
online reporting tool, which will guide you through simple questions to identify
what has happened. Action Fraud advisors can also provide the help, support
and advice you need.

04

Examples

21

Reporting malicious online activity

- Safeguarding -

Recording
Always make a note of video meeting timings and who participated, including
those that arrived/departed early or late. Be clear about whether it is
acceptable for students to record events and expectations/restrictions about
onward sharing. If the platform/service you use records the meeting, make
sure that everyone is aware of this. It is important to know how long any
recordings are kept for and how to access them.

Child protection & wellbeing
If children are not seeing trusted adults at school every day, it is important that
those responsible in online teaching are able to identify any child protection
concerns and take appropriate action.
For example, concerns may arise when:

21

Being able to recognise and respond to signs of abuse is a key safeguarding
protocol. An individual can contact the National Society for the Prevention of
Cruelty to Children (NSPCC) helpline for advice if they are worried about a child’s
wellbeing. Phone 0808 800 5000 or email help@nspcc.org.uk.

14

a teacher/individual sees or hears something worrying during an online lesson.
a child discloses abuse during a phone call or video meeting.

Developing cyber resilience involves adapting to many aspects of the online
world whilst utilising and maintaining a variety of security measures.
The following protocols hold equal importance to the security factors
highlighted in the previous sections of this research guide - they have merely
been condensed for the user's convenience.

Desk
Research
- Other
Considerations -

Other Considerations

Backups
A backup is a copy of the system or network’s data for file restoration or
archival purposes. The verb backup means to make a copy of a computer
file or other data to protect against accidental loss or corruption.
It is important that data be stored in multiple locations for the scenario
where something happens that could cause your data to be lost or
compromised, such as:
Lost laptop or phone
Files are encrypted by malicious software
Liquid spilled on a device
Accidental deletion
Operating system crash (Windows doesn’t start)
Device hardware failure

21

Cloud (online) backup services
Offline backup using an external hard drive, DVDs or USB flash drive
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Once you know what data you would like to backup, you can use different
options to back it up:

Patching or patch management is about keeping software on computers
and network devices up to date and capable of resisting low-level cyber
attacks.
Any software is prone to technical vulnerabilities. Once discovered and
shared publicly, these can rapidly be exploited by cyber criminals. Criminal

Desk
Research
- Other
Considerations -

Patching

hackers can take advantage of known vulnerabilities in operating systems
and third-party applications if they are not properly patched or updated.
To keep protected, a user should routinely ensure that software is:
Licensed legally;
Supported by external company or third-party provider (e.g.
school/university)
Removed from devices when no longer supported; and
Patched within 14 days of an update being released in cases where the
patch fixes a vulnerability with a severity the vendor describes as ‘critical’
or ‘high risk’.
To check if a phone is up to date on iOS, go to Settings > General >
Software Update. On Android, go to Settings > Software Update.

Firewalls

21

networks. A proper setup of this security method, either in hardware or
software (antivirus) is essential to be fully effective.

34

Firewalls are designed to prevent unauthorised access to or from private

Use firewall software you already have
Here’s how to find it on a Windows computer:

Windows 8 or 8.1: Press the Windows key until you see the Windows 8.1
Start screen, type firewall, and choose Windows Firewall.

Desk
Research
- OTHER
CONSIDERATIONS. -

There are many suitable firewall models that can be used to protect your
network.

Look for the “Windows Firewall state” and make sure it is “On.” If not, click
“Turns Windows Firewall on or off.” Once you have configured this setting,
your computer will have basic firewall protection from hackers.
On a Mac (Apple device), choose System Preferences from the Apple
menu and click Security & Privacy. Then click the Firewall tab and click the
'Turn On' Firewall button.

Privacy Settings
Privacy settings are controls available on many websites and apps to limit
who can access your profile and what information visitors can see. When
online profiles are created, it’s often assumed that they will be private by
default. Unfortunately this isn’t always the case – many are public until the
settings are changed.

21

1. Frequently review the privacy settings of your current apps and platforms
2. Choose to use stricter settings
3. Switch off location sharing
4. Check the tagging settings of any social media apps

44

Many websites and apps periodically make changes to the privacy and
security settings that they offer. There are a few basic guidelines to follow
regarding privacy settings:

Cyber
Security:
Resources

Further educational guides & videos

- Resources -

Resources

The following section provides an extensive lists of resources on cyber security
practices which can be used to reflect on the protocols discussed in this report
and to further enhance a user's overall cyber resilience skills. These resources
have been gathered across varying formats, mainly:
• Websites and tutorials
• Reports, PDFs, research documents, white papers, etc.
• Videos (YouTube, Vimeo, etc.)
• Interactive games

Websites & Tutorials

National Cyber Security Centre (NCSC)
The NCSC supports the protection of individuals and organisations against
critical cyber security incidents by providing effective 'incident response'
training to help minimise harm, aid with recovery, and learn lessons for the
future. A list of useful tips and guidance can be found at the following link:
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online

21

The UK Safer Internet Centre offers a range of online safety training
sessions for educators and young people. Their protocol is to embed online
safety training across the curriculum and workforce, through a framework of
effective policies and routes for reporting concerns such as cyberbullying.
https://saferinternet.org.uk/guide-and-resource/teachers-and-school-staff
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UK Safer Internet Centre

Hwb is a website and collection of online tools provided to all schools in
Wales by the Welsh Government. The 'teachers guide to staying safe on
social media' is particularly useful for outlining the main protocols for
online safety:

- Resources -

Hwb

https://hwb.gov.wales/zones/keeping-safe-online/resources/ateacher-s-guide-to-staying-safe-on-social-media

University of Oxford
Oxford’s academics and students are working to develop new tools,
techniques and understanding in a wide range of areas, from
technological developments to enable better cybersecurity, to national
policies, regulation and protecting against cybercrime.
You can access their featured papers and project pages for more
information on the latest research across the network.
https://www.cybersecurity.ox.ac.uk/resources

Cyber Security Education
An informative website which provides links for cyber security
education programs specially designed to help individuals enter the
in-demand field.
You can use their career pages to research different roles in cyber
security; research school programs in cyber security specialties; and
request information from schools/universities of your choice.
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https://www.cybersecurityeducation.org/resources/

Reports
The Cyber Security Strategy sets out how the UK will support
economic prosperity, protect national security and safeguard the
public’s way of life by building a more trusted and resilient digital
environment.

- Resources -

UK Cyber Security Strategy

https://www.gov.uk/government/publications/cyber-security-strategy

Accenture
Accenture is an Ireland-based multinational professional services
company that specialises in information technology services and
consulting.
Their reports take a deep dive into how individuals and organisations
are coping with cybersecurity demands since the pandemic and
explores what the majority of stakeholders can do to master
cybersecurity practices.
https://www.accenture.com/gb-en/insights/cyber-security-index

Check Point
Check Point Software Technologies Ltd. - is a leading provider of

https://pages.checkpoint.com/cyber-security-report-2022.html
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The 2022 Cyber Security Report uncovers the key cybersecurity
trends from 2021, revealing that the 'Education and Research' as the
most targeted domain for cyber attacks.
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cyber security solutions to governments and corporate enterprises
globally.

Digital Lifeline (Good Things Foundation)
devices, data and digital skills support to digitally excluded people with
learning disabilities in England.
They provide documentation around online safety and safeguarding:

- Resources -

Digital Lifeline is an emergency response project which provides

https://www.onlinecentresnetwork.org/sites/default/files/digital_lifelin
e_safeguarding_and_online_safety_approach-20.4.21.pdf

Keeper Security was founded in 2009, as a password manager
application and digital vault that stores website passwords, financial
information and other sensitive documents using 256-bit AES
encryption zero-knowledge architecture and two-factor
authentication.
Their documentation around cyber security and password
management can be found here:
https://www.keepersecurity.com/en_GB/uk-cybersecurity-census-report-2021.html

National Institute for Standards and Technology (NIST)

https://csrc.nist.gov/publications
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NIST develops and maintains an extensive collection of
standards and guidelines, on the security and privacy of information.

94

The National Institute for Standards and Technology (NIST) is a US
government agency, under the Commerce Department, whose
mission is to set several types of standards, including security
standards.

Videos

NOVA Cybersecurity teaches users why
protecting your information online is
crucial to your safety. This informative
online series also teaches users to protect
information by trying coding, password
cracking, and spotting email scams in the
NOVA Cybersecurity Lab game.

- Resources -

NOVA: CyberSecurity 101

https://www.youtube.com/watch?v=sdpxddDzXfE

The 'Little' Series - MET Police
The Cyber Protect Team - a subsidiary of
the Metropolitan Police Service, was set
up to help protect small to medium-size
businesses and charities in London from
the ever-growing threat of cyber crime.
They created the ‘Little Series’ of books
and videos to explain some of the most
common scams and give advice on how
to avoid falling victim to them.
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https://www.met.police.uk/littlemedia

The NCSC also has a series of videos that
introduce cyber security guidance for
small businesses. Whilst these are aimed
at businesses, the principles remain the
same for individuals regarding protecting
yourself online.

- Resources -

National Cyber Security Centre (NCSC)

https://www.ncsc.gov.uk/collection/small-business-guide/video

Simplilearn - CyberSecurity
Simplilearn is a global online education
technology company which initially started
out as a technology blog and later became
a training website for topics related to
project management.
Their video series on Cyber Security
explains how the basic concepts of how it
works, why you should learn cyber security,
and what are the different types of
cyberattacks with educational examples.
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https://www.simplilearn.com/cyber-security

Games
- Resources -

Nova Labs
NOVA Labs is a free digital platform
that engages teens and lifelong
learners in games and interactives that
foster authentic scientific exploration.
In the ‘Cybersecurity Lab Game’ user’s learn how to keep their digital
life safe, spot cyber scams, and
the basics of coding. The lab also features stories of real-world cyber attacks, a
glossary of cyber terms, and short animated videos that explain the need for
cybersecurity; privacy versus security; cryptography (cyber codes); and what
exactly hackers are.
https://www.pbslearningmedia.org/resource/nvcy-sci-cyberlab/novacybersecurity-lab/

Cybersecurity & Infrastructure Security
Agency (CISA) and the Pacific Northwest
National Laboratory partnered to
develop a series of educational
cybersecurity games available on
mobile devices for adults and children.
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https://www.cisa.gov/cybergames

25

Each game presents simulated cybersecurity threats, defenses, and response
actions. The games are available for download on Android and Apple iOS devices.

- Resources -

Cyber Security Challenge UK
Cyber Security Challenge UK is a nonprofit organisation with a long-standing
mission to encourage more cyber security
talent into the pipeline. They host a
selection of interactive resources and
games that aim to introduce users to
different aspects of Cyber Security.
https://cybergamesuk.com/

NCSC - CyberSprinters
The National Cyber Security Centre (NCSC)
has an educational game for teaching
cyber security at primary schools, clubs and
youth organisations.
The game comes as part of a pack of
educational resources which illustrate what
good cyber security practice looks like, from
creating strong passwords to being vigilant
about receiving messages from unknown
senders.
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- End of Section -
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https://www.ncsc.gov.uk/information/cybersprinters-game-andactivities#section_1

Conclusion:
Protocols &
Resources
Creating Cyber Resilience

This report provides a detailed review into the protocols and resources
which educate users on cyber security practices and help develop
their sense of cyber resilience. The key points are as follows:

- Conclusion -

Conclusion: Key Points

VPNs (Virtual Private Networks)
Use a VPN - this software will help you browse online safely and
securely by encrypting your connection and hiding your location.

Antivirus Sofware
Find a reliable provider - even if you’re smart with how you use your
computer to avoid coming into contact with a virus, antivirus software is
an essential part of a good security strategy.

Password Management
Setup a password manager - this type of software will protect the data
it stores through encryption making it tougher for hackers and other
crinimals to access your personal information.

Scam Detection
Keep up to date with knowledge - hacking is more prevalent than
ever, and it is your responsibility to protect yourself and others by being
resilient to these sorts of attacks.

is essential. This report further highlights the statutory guidance provided
by the UK Government on protecting vulnerable groups online.
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Follow the guidelines - keeping students and young people safe online
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Safeguarding

every daily task involves some form
of online integration, and most
people own multiple devices,
including laptops, phones, tablets,
smart watches, smart TVs and more.
Whilst policies and protections exist
to ensure that, from a technical
perspective, individual equipment is
safe, all users must also be
educated and aware of the potential
cyber risks that exist.
Since the outbreak of the COVID-19
pandemic, schools have done a
remarkable job of shifting their
teaching and learning online.
Unfortunately, due to this rapid
transition - the increase in remote
learning for continuing education
and other programs, as well as the
move to remote learning due to the
COVID-19 pandemic, has added
even more opportunities for cybercrime by intensifying a range of
online safety risks for students,
teachers and parents.

Cyber security is an essential
consideration in our modern digital
world. With so much of our personal
information available at the click of
a button, there are always cyber risks
to be wary of. However, by knowing
about the cyber security threats and
how to deal with them, we can give
ourselves the best chance of
keeping our data and personal
information safe.
Just about everyone can benefit
from some basic cyber security
awareness training, and hopefully by
reviewing the relevant literature and
knowledge highlighted in this report,
we can all master this skill and
become increasingly more cyber

resilient.

Andrew S. Rae
Data Scientist / Analyst
PRS For Music
andrew.srae@outlook.com
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Modern life is fundamentally
intertwined with the internet. Nearly

- Conclusion -

Conclusion
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