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The educational system, as we know it, 

from elementary to tertiary level, has 

been collapsed during the all too 

familiar ‘lockdown periods’ experienced 

this year, and as a result schools have 

been forced to shut all across the world. 

Globally, over 1.2 billion children are out 

of the classroom. 

In the UK, ‘remote’ or online education 

has been an urgent requirement across 

each of the four nation-states, providing 

a space where pupils can continue 

learning whilst schools are closed 

during the ‘intermittent’ lockdown 

stages of the pandemic. 

And narrowing the lens further, for 

music education in Scotland, we have 

fortunately been insightfully discerning 

enough to understand the importance 

of our continued creative education 

during the lockdown periods, in terms of 

early skill development and supporting 

the health and wellbeing of young 

learners.

Introduction

Andrew S. Rae

Data Scientist / Analyst

PRS For Music

andrew.rae@prsformusic.com

In
tro

d
u

c
tio

n
0

4

This report aims to further support 

the creative community with 

relevant information, data and 

resources which can be used to 

ensure that both participants and 

providers of online music education 

in Scotland are safe, secure and 

'resilient' within their digital 

practices.  

We call it creating ‘Cyber Resilience’ 

and it is what we have termed as the 

appropriate approach to personal 

safety (of all the stakeholders 

involved) when using digital 

technologies - by protecting the 

people using them from harm by the 

devices, networks and platforms 

involved with online learning, 

through awareness, education, 

information and technology.



“The ability to keep teachers and young people safe 

online is a vital part of meeting professional educational 

safeguarding obligations. Recognising, responding and 

dealing with these online issues can be challenging.”

Overview: Part 1 of Research

Even before COVID-19, there was already high growth and adoption in education technology, with 

global ‘Ed-Tech’ investments reaching (US) $18.66 billion in 2019 and the overall market for online 

education projected to reach $404 Billion by 2025. Whether it is language apps, virtual tutoring, 

video conferencing tools, or online learning software, there has been a significant surge in usage 

since COVID-19.

That being said, it is up to the responsibility of the parent/carer; teacher/tutor; and of course, the 

students themselves to take care of themselves (and others) whilst using these online platforms 

and resources.

This study and subsequent reports has been conducted two-fold:

Part 1 seeks to provide a research-based guide into the suite of platforms and resources which 

enable online music learning to take place. It performs a sort of ‘background check’ by comparing 

the usage figures (popularity), stability and standard security practices implemented by these 

various social meeting platforms, websites and other supplementary music resources which music 

educators and students will typically use in a modern online educational environment.  

The questions which have emerged and been answered as a result of this research are:

We will take a deep-dive into comparing the security and safety of the platforms under review 

before discussing the relevant safety protocols (development of cyber resilience) for online 

education in Part 2 of the full report.
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Q: What are the most popular platforms and resources which music educators and 

participants use today?

Q: How safe are these platforms and resources for delivering and receiving music tuition 

online?

Q: What are the relevant safety protocols relating to cyber security and resilience for online 

music tuition? (more in Part 2)



Desk Research

The most frequently used (popular) platforms/resources adopted 

by teachers and pupils within online music education

Popularity / Usage Levels

The relative safety of these online platforms with regards to site-

maintenance, bug fixes/issues, cases of cyber-attacks and general 

reports/audits into the security of these virtual learning resources

Safety / Security 
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Desk research was performed to create a structured and organised review 

of the available literature, guidance and resources surrounding the security 

and safety of the most relevant platforms currently being utilised in online 

music education. 

The method was not too dissimilar from the ‘search-strings’ approach 

adopted within the comparative literature review used for a previous study 

(see 'Following the Science', MEPG, 2020) with the idea being to identify:

-

-

Generally speaking, these platforms can and should enhance the learning 

and teaching experience for teachers, students, and parents. Online 

environments for musicians have been proven to  demonstrate educational 

learning outcomes equal to those of traditional learning environments 

(Tallent-Runnels et al., 2006) and with lockdowns being increasingly longer 

and intermittent, music educators and learners have been forced to seek 

alternative sources for practice. 



A virtual video meeting/conferencing application used to 

connect the parties involved within the lesson (e.g. Skype, Zoom, 

Google Meets, Microsoft Teams and Whatsapp).

Video Meeting Applications

An online website/resource which specifically fulfils some sort of 

musicological requirement or additional support for these lesson 

types (e.g. notational tool, online tab reading, rhythm teaching, 

virtual recording software and tutor finder websites).

Music Oriented Applications
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We’ve split the researched outcomes of these virtual tools into 

two main areas:

-

-

It’s important to note the latter group of 'music specific' online 

platforms/resources - whilst all online lessons will cover the first main area of 

using virtual video meeting applications, the use of third-party websites for 

performing various music-specific related tasks is also an important 

consideration when reflecting on the safety and security features of the 

'wider' online music educational experience.

But what exactly is an online music educational 

platform/resource?

Desk Research



Results: 
Platforms & 

Security



This section lays out the main findings into the safety and security of each tested 

platform/resource tool, acting as a guide for all teachers/tutors; parents/carers and 

students engaging with their continued online music education.

Since the advent of lockdowns, independent resources aimed at targeting music 

teaching have grown rapidly. The relevant safety measures of these sites and 

applications have been measured and listed. Each platform/tool has its own dedicated 

page of analysis, which details the following:
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Platforms & Security

Overall Safety Rating (Net Aware Statistics or User Generated)

Background Information (overview, company audit, country of origin, reviews, etc.)

Popularity Level (average number of users)

Bugs & Issues (any historical breaches which may have been flagged)

Safety & Security (Features: software updates, database features, patching, end-

to-end encryption, etc.)

Where possible, the use of official NetAware ratings have been used to give the readers 

of this report a quick and easily digestible overview of the reported ratings for overall 

safety; reporting & blocking; privacy & location; and content of the various researched 

platforms/resources.

It should again be noted, that Part 1 of this research provides more of a background and 

robust security check of these platforms. ‘How’ each relative stakeholder should engage 

with these online resources, and, the protocols (safety measures) they should apply to 

ensure maximum cyber safety are covered in greater detail within Part 2.

Average

Overall Safety Rating:



Whilst details concerning the relative safety protocols of online music tuition has been 

reserved for Part 2 of this research, some of the main basics for staying safe online are 

given below:
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Password protect your meetings.

Use a 'waiting-room' for your meetings.

Verify attendees and review the participants 

list during your calls.

Use a VPN (more explained in Part 2).

Use a secure and trusted Wi-Fi connection.

The rest of the report follows the structure outlined above on Page 07, with dedicated 

pages for the relevant platforms/tools which have been reviewed as part of this 

research.

Very Poor
A 'very poor' rating indicates platforms & applications which should be avoided all

together. Sites of this nature are generally fronts for scammers and hackers with the

intent of stealing your personal information to be used in malicious cyber attacks.

Poor

A 'poor' rating generally indicates a platform or application which fails to meet standard

security protocols despite still functioning for its intended purposes. These sites are

generally not frequently audited, deploy little to no encryption and more often than not

provide a platform for scammers/hackers to plant bugs/phising attacks.

Average

An 'average 'rating will be typically found for most platforms & applications which for all

intent and purposes meet regular standards in terms of GDPR and data processing,

however, users should exercise caution when utilising certain online features of the

software (e.g. messenger functions, chatrooms, comment sections)

Good
A 'good' rating indicates a platform or application with an above average security system - a

site which offers good end-to-end encryption, provides more regular updates of their

software and has had no signs of any major GDPR compliance issues.

Very Good

A 'very good' rating indicates a platform or application which is near impossible to fall

prone to cyber attacks or any leak of information in all forms. Sites will use open-source

coding, allowing for regular audits, frequent updates /security patching and will allow use

without sharing any personal information whatsoever.

Install and use additional security software.

Practice webcam awareness (be mindful of 

your surroundings)

Update your devices and programs 

regularly (software updates / patching).

Report any suspicious activity



Video 
Meeting 

Applications
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Zoom is a video conferencing app, designed for business use, which has become popular 

with individuals and schools as a way to keep in touch when they can’t meet in person. The 

free version lets up to 100 participants video chat but ends meetings of three or more 

people after 40 minutes.  

While gathering considerable popularity and coming to run profitably in the following 

years, Zoom truly entered the public consciousness during the coronavirus pandemic of 

2020. It was to Zoom that users across the world that turned to staying in touch online 

during the lockdown (instead of in-person) effectively helped stop the spread of the virus.

Overall Safety Rating:

Background

30-35

Zoom
Video-Conferencing Application

Average

Popularity

The Zoom mobile app was downloaded 

485 million times in 2020.

Zoom has 467,100 business customers.

The number of annual meeting minutes on 

Zoom is now over 3.3 trillion.

45 billion minutes of webinars are hosted 

on Zoom every year.

Zoom's most recent figures suggest the platform 

has 300 million daily meeting participants, 

compared to just 10 million in December 2019.

Downloads

485M
Year 2020
Worldwide

Minutes

485T
Annual Meeting Minutes 

(Trillion)

Users

300M
Daily Meeting 
Participants

Revenue

$882M
Q4 2021

Fiscal Year 1  Ranking 1  Ranking 1  Ranking 1  Ranking
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Whilst the video meeting application has seen major improvements and fixes during its 

rise to popularity, there are a couple of safety issues which should be noted:

Bugs / Issues

30-35

Safety & Security
Zoom’s priority has been to provide a safe and secure environment 

for all users. The platform comes loaded with host controls and 

numerous security features designed to effectively manage 

meetings, prevent disruption, and help users communicate 

remotely:

‘Zoom bombing’ - is the term which has been coined to describe unauthorised people joining zoom 

meetings uninvited and broadcasting pornographic or inappropriate videos. An attacker can hijack a 

meeting if they know the meeting ID and it isn’t reinforced with a password. 

Phising attempts - the rise in popularity of Zoom has led to a rise in hacking operations and phishing 

campaigns. This is when participants are encouraged to click on links to join what they believe to be 

legitimate Zoom meetings via email, but which are in fact fraudulent.

Privacy concerns - depending on how the app has been set-up, Zoom can offer very little privacy. In 

many cases, the meeting hosts can see detailed information about each participant including their 

full name, phone numbers and in some cases even location data. 

Live recordings - one of the features of Zoom is the ability to record live meetings. By default, only 

the host of the meeting can usually record live sessions however other meeting members can also 

record if the host gives them access. Recordings can be stored on devices or on the cloud and can 

be downloaded and shared with no restrictions. This means that videos, audio clips and transcripts of 

recordings involving your children could be widely shared on the internet or between users without 

your authorisation or consent.

Application security - Zoom can encrypt all real-time media content at the application layer using 

Advanced Encryption Standard (AES) and optional end-to-end encryption. End-to-end Encryption, 

when enabled, ensures that no third party -- including Zoom -- has access to the meeting’s private 

keys.

Selective meeting invitations - the host can selectively invite participants via email, IM, or SMS. This 

provides greater control over the distribution of the meeting access information. The host can also 

create the meeting to only allow members from a certain email domain to join.

Chat encryption - Zoom chat encryption allows for a secured communication where only the 

intended recipient can read the secured message. 

Authentication- Authentication methods include password, or single sign-on (SSO) with SAML or 

OAuth. Users authenticating with username and password can also enable two-factor authentication 

(2FA) as an additional layer of security to sign in.
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Microsoft Teams is a tool that lets users chat to each other one-on-one or in groups, as 

well as sharing documents. It’s designed for business and education, but has been for 

used social communications, like chatting with groups of friends.

The application launched in November 2016 as part of the Office 365 productivity suite. 

Teams is a collaboration platform that unifies chat, voice, video and file sharing. It’s 

designed to be used by local, remote and distributed work groups. Microsoft has steadily 

updated Teams since its initial launch. A host of new features have been added throughout 

2020 and into 2021 as demand for comprehensive collaboration tools has increased.

Background

30-35

Microsoft 
Teams
Video-Meeting Application

Popularity

115 million are using the application daily

500k companies using the platform

2.7 billion daily meeting minutes worldwide

$6.8 billion of reported revenue (2020)

Microsoft Teams saw a huge uptick in users 

during the pandemic, rising from 20 million 

users in November 2019 to 44 million in March 

2020, then 75 million by April. 

Organisations

+500K
Over (+) 500,000 Team 

Organisations

Minutes

2.7BN
Daily Meeting Minutes 

(Billions)

Users

115M
Q4 2020 Reported 

Statistics

Revenue

$6.8BN
Annual Fiscal Year  

(2020)

https://www.statista.com/chart/21191/daily-active-users-of-microsoft-teams/

Source:  Statistica (2020) - 

Average

Overall Safety Rating:
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Below is an explanation of some past security incidents and vulnerabilities which have 

affected the platform; giving you a better understanding of how important keeping you 

application up-to-date is due to 'patching' errors:

Bugs / Issues

Microsoft Teams is built on the Microsoft 365 and Office 365 hyper-

scale, enterprise-grade cloud, which delivers advanced security and 

compliance capabilities that users can expect.

Reporting & Blocking - There’s no way to report messages, chats or other people on Teams. If the 

chat is being used for home learning, the teacher should have controls in place to help them monitor 

what’s being said. But if your child receives an unwelcome or negative message, remind them to talk 

to you about it. If your child is part of a group chat they don’t want to be, you can show them how to 

leave.

GIF Cyber Attacks - at the beginning of 2020, Microsoft patched a bug which could have allowed 

attackers to target a user with a malicious .gif file, gain an authentication token and thus take over a 

victim’s accounts, with the .gif only needing to be seen by the user for this to happen. In an attack 

vector that could have easily been spread across corporate networks, this vulnerability would have 

allowed attackers to harvest user accounts and steal potentially large amounts of sensitive business 

data.

Code spoo�ng - according to reports, Microsoft  downplayed the severity of a security issues 

discovered back in October of 2020. This vulnerability could have allowed an attacker to send or edit 

a message (that looks like any other) that when the relevant chat log is opened, launches code on a 

victim’s machine that would potentially allow access to private and sensitive information. (James, 2021). 

Safety & Security

Modern Authentication (MA) - is the Microsoft implementation of OAUTH 2.0 for client to server 

communication. It enables security features such as Multi-Factor Authentication and Conditional 

Access. In order to use MA, both the online tenant and the clients need to be enabled for MA. The 

Teams applications across PC and mobile, as well as the web application, all support MA.

Privacy & Location - there are a number of different privacy features available on Teams that can 

help to keep your child safe while using it. Teams doesn’t record or share your location.

Option to blur background - to help protect your privacy during a video call or live stream, it may be 

a good idea to blur background or even add a background effect. This can easily be done within the 

Teams application by clicking 'Background effects' before joining a meeting.
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While it started life as an independent company over 16 years ago (August 2003), today, 

Skype is owned and developed by Microsoft for both consumer and professional use 

cases.

Skype is a video, audio, and text communication app available across multiple platforms. 

The marquee features of Skype, video and audio calls and instant messaging, are all free 

to use when you download the app. There are paid elements to Skype, such as calling and 

texting mobile numbers around the world. The application allows you to make video calls 

and send instant messages to other Skype users. Skype also allows you to video call 

multiple users at the same time, and record your video calls if needed.

Overall Safety Rating:

Background

30-35

Skype
Video-Meeting Application

Average

Popularity

40 million are using the application daily

200 million active users in first half of 2020 

Over 1 Billion downloads worldwide

An estimated 3 Billion 'daily-meeting' 

minutes

Microsoft says its video chat and calling app 

Skype saw a flood of interest during the 

lockdown periods. 

Downloads

1BN
Over (+) 1 Billion 

downloads

Minutes

3BN
Daily Meeting Minutes 

(Billions)

Users

40M
Daily Meeting 
Participants

Revenue

$2BN
Annual Fiscal Year 

(Microsoft)

Source:  Statistica (2013) - 

https://www.statista.com/chart/1417/skype-usage/
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Skype has had few issues, but the owning company (Microsoft) has been quick to patch 

and fix problems:

Bugs / Issues

30-35

Skype's website and software are not intended for or designed to be 

frequently used by users under the age of 13. They encourage 

parents to be involved in the online activities of their children to 

make sure that no information is collected from a child without 

parental permission. Safety features include:

‘End-to-end Encryption - Skype doesn’t use end-to-end encryption by default. That means every 

message, call, and file can be viewed by Microsoft. As of 2018, Skype offers end-to-end encryption if 

you use the “Private Conversation” feature. 

Ransomware bug - in 2018 the application suffered a fatal security flaw that could allow attackers to 

gain system-level privileges to vulnerable computers. The fix required "a large code revision" which 

Microsoft acknowledged and completed at the time.

Content spoo�ng - research in February 2021 found that the application’s messaging functionality 

does not have adequate protection against tampering, and as a result, it is possible to spoof links, file 

names, file sizes, and shared contacts on clients, web sessions, and on mobile. Microsoft has since 

advised to 'exercising caution' when clicking on links to web pages, opening unknown files, or 

accepting file transfers.

Safety & Security

Age Veri�cation - Skype is age-verified and relies on users to insert their correct date of birth to 

determine default settings. If a child enters a date of birth which is lower than 13 years then the 

parent must create a child account via the parents’ Microsoft account. If this is done, parental controls 

and default settings are activated. However, these are not set up for children aged 13 and over.

Privacy & Location - If a child account (under 13) is created by a parent, the privacy controls are 

turned on by default. These include only allowing people in the child's contact list to contact the 

child, hiding age, date of birth and gender, and hiding children from search results. You should be 

aware that if someone knows your child’s name they will still be able to find them via the search 

engine even when this setting is on.

Reporting & Blocking - Users can block other users directly in the app but according to NetAware 

these functions can be difficult to find.
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Google Meet is a video meeting app that lets you send written messages and share your 

screen. It’s designed for businesses but can also be used for personal use. The free version 

lets you chat with up to 100 people.

It is the business-oriented version of Google's Hangouts platform which allows users to 

join pre-scheduled meetings from calendar events, choose a link, enter meeting code and 

even dial in from their phones if the invitation includes a phone number. Google Meet 

integrates with G Suite versions of Google Calendar and Gmail and shows the complete list 

of participants and scheduled meetings.

Background

30-35

Google 
Meet
Video-Meeting Application

Popularity

100 million are using the application daily

2 billion daily meeting minutes worldwide

50 million downloads worldwide (2020)

$2.8 billion revenue, as part of split earnings 

from G-Suite (2020)

The active use of G Suite's Meet application has 

increased dramatically due to coronavirus and 

everybody having to 'work from home' (WFH).

Minutes

2BN
Daily Meeting Minutes 

(Billions)

Users

100M
Daily Active Users 

(DAU) - 2020

Revenue

$2.8BN
As part of G-Suite 

�gures (2020)

https://spendmenot.com/blog/google-revenue-statistics/

Source:  SpendMeNot (2021) - 

Average

Overall Safety Rating:

Downloads

50M
Over (+) 50 million 
downloads (2020)

 -
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Meet uses the same protections that Google uses to secure information and safeguard  

privacy, so there are fewer 'safety' issues listed here:

Bugs / Issues

30-35

There are no parental controls available on Google Meet but there 

are some safety features in place that help to keep meetings safe. If 

your child is using Google Meet for home learning, make sure to 

check in with their teacher about the school’s online learning policy 

and what they’re doing to keep pupils safe. 

Mobile updates - user may be unable to open the application on their mobiles due to regular 

patching. Each version of the mobile Meet app is supported for six months after release, so updating 

to the latest version is always advised if an older version of the app is installed on your device.

Browser freezes - if a computer uses incompatible video adapters or video drivers, it can cause 

browser issues. Update the computer's video adapters and video drivers to the latest version to sort 

this issue.

Speci�c web browser - you can only access Meet via the Google Chrome web browser. This isn't a 

huge obstacle, but it can be annoying if you use another browser. This may also  create delays for 

participants who are unfamiliar with Meet. Still, these are minor considerations and are easily 

overcome by downloading and launching Google Chrome.  

Safety & Security

Encryption - all data in Meet is encrypted in transport by default between the client and Google for 

video meetings on a web browser, on the Meet Android and Apple® iOS® apps and in meeting 

rooms with Google meeting room hardware. Meet recordings stored in Google Drive are encrypted at 

rest by default.

Reporting & Blocking - if you or your child receive an upsetting message on Google Meet, you can 

report it via the ‘Report abuse’ button. You can’t block someone on Meet, but if somebody who isn't 

on the chat invite tries to join, the host has to either admit or deny them entry. 

No anonymous users - anonymous users (users without Google accounts) aren't allowed to join 

meetings. The application also limits the ability of participants to join the meeting more than 15 

minutes in advance of the scheduled time to avoid 'Zoom-Bombing' scenarios.
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Google Hangouts is a cross-platform messaging app developed by Google. Not to be 

confused with Google Meets, Hangouts is available to anyone who has an email account 

on Gmail. The features are more customised towards different customers/scenarios - 

where 'Meet' is more business oriented, Hangouts is the more informal social app. 

Hangouts is an instant messaging, voice call and video conferencing software where users 

can access and arrange meetings with other Hangout users with no paid subscription 

required. The platform provides up to 150 users to join but limits video participants to 10 

which means the rest of the people will be on voice.

Background

30-35

Google 
Hangouts
Video/Messaging Application

Popularity

$2.8 billion revenue, as part of split earnings 

from G-Suite (2020)

250k Daily Active Users recorded in UK , 

April 2020

Google Hangouts communications app saw the 

start of a huge increase in its DAU around the 

same time that the coronavirus outbreak hit the 

UK. Around this time, video conferencing 

service Google Meet was updated, rebranded, 

and made available for free in an attempt to 

transition users from Hangouts to Meet.

Users

250k
Daily Active Users 

(UK) - 2020

Users

1.8M
Daily Active Users 
(Germany) - 2020

Revenue

$2.8BN
As part of G-Suite 

�gures (2020)

https://techcrunch.com/2020/03/30/video-conferencing-apps-saw-a-

record-62m-downloads-during-one-week-in-march/

Source:  TechCrunch (2020) - 

Poor

Overall Safety Rating:

Downloads

30x
Over 30 times the average 

weekly downloads in March  
     2020 (U.S.A)
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Google Hangouts has become one of the preferred communication apps and messaging 

platforms for many people in recent times. However, many people have raised security 

questions, such as: is Google Hangouts chats privately encrypted and is the app entirely 

safe for use?

Bugs / Issues

30-35

You need a Google account and to be 13+ to sign into Hangouts.

There’s no privacy settings related specifically to Hangouts but 

Google has information for parents and carers about how they can 

keep their child safe if they have a Google account.

Content - On the Google forum pages there are lots of reports about people being sent 

inappropriate content. Even if you set your account so people can’t contact you directly there’s still 

no guarantee Google will filter out messages which children could find upsetting.

Call function - Google recently shut down the Google Voice integration that made voice calling in 

Hangouts possible, which means you can’t place phone calls from Hangouts anymore. At this time, 

you’ll need to set up and use a Google Voice account to make phone calls.

Messaging - along with the shutdown of voice calling in Hangouts, messaging has also been 

affected by Google’s recent changes to the platform. For now, chatting with other Google accounts 

appears to still work in Hangouts — but text messaging from Hangouts is a different story, and like 

voice calling, you’ll now need Google Voice to send a text message.

Safety & Security

Encryption - no-one besides participants can see, read, or hear your conversations in Google 

Hangouts because they are encrypted. But because it is not end-to-end encryption, government 

agencies with the appropriate authority can request and have access to your conversations in 

Hangouts. Google only grants such requests if there is a good reason. That means unless you are on 

the run or guilty of a crime, there’s no need to worry about this.

Reporting & Blocking - you can easily block another user on Hangouts and there is an option to 

report conversations. When you report someone for abuse, Google automatically sends the last 10 

pages of your conversation with the user for its team to review.

Integration - Integrating with other apps is arguably where Hangouts and G Suite is at its best. As the 

videoconferencing service within Google's suite of apps, it's one click away from Google Docs or 

Drive and can even be launched from Gmail. Setting up meetings from your shared work calendar is 

safe and foolproof. 

G
O

O
G

L
E

 

H
A

N
G

O
U

T
S

 -
 

 -
 



2
2

Facebook Messenger is a communication and chat application which is part of the wider 

Facebook platform and has been a standalone app on mobile devices since 2011. The app 

can be used to communicate with friends on Facebook and with phone contacts. It allows 

both one-to-one conversations and group chats, providing the ability to set up a video call 

sessions with up to 50 people at a time.

You don't need a Facebook account to use Messenger. While the two are partially 

connected when you have a Facebook account, you aren't required to have one to use the 

Messenger app. If you're using Messenger's calling features on Wi-Fi, you can use the app 

or website to make free internet calls.

Background

30-35

Facebook 
Messenger
Video/Messaging Application

Popularity

$27.2 billion revenue, as part of split earnings 

from the wider Facebook company (Q4 - 2020)

2nd most downloaded app worldwide on the 

iOS store

Over 1.3 billion people worldwide make use of 

the Facebook Messenger app monthly.

Facebook Messenger, also known as simply 

Messenger, has made its own mark on the 

industry and data shows that it is widely used 

across the globe.

Messages

20BN
Exchanged every month 

between users

Users

1.3BN
Daily Active Users 
(WorldWide) - 2020

Revenue

$27.2BN
As part of total Facebook

�gures Q4 (2020)

https://www.statista.com/statistics/258749/most-popular-global-mobile-

messenger-apps/

Source:  Statista (2020) - 

Downloads
2nd

Most downloaded 
app in the world    
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Messenger is a fairly secure platform for its sheer volume of users, however, there are 

some safety concerns which should be taken into consideration, mainly over the 

Messenger apps privacy settings.

Bugs / Issues

There are no specific parental controls available on Messenger but 

Facebook has lots of information for users about how they can stay 

safe on the platform.

No end-to-end encryption - messages that are sent through the Facebook Messenger app are not 

end-to-end encrypted. This means that any message you send on Messenger could be seen or 

intercepted in plain text.

App permissions - users have been concerned about how Facebook is using 'permissions' to their 

advantage to send personalized advertisements and make money off of them. These are just a few 

of the most compromising permissions:

Safety & Security

Censoring - Facebook has a couple of safety features that can help stop you from seeing content on 

Messenger that might upset you. If someone shares an inappropriate or upsetting post with you via 

Messenger, you’ll see a hidden preview of the content and a warning. They also hide all media 

content sent through to your ‘Messenger requests’ folder.

Location privacy - Messenger lets you share your live location with friends on the app. Location 

sharing is switched off on under 18 accounts by default but we would recommend double checking 

this is turned off on a child’s account.

Reporting & Blocking - If someone sends you something upsetting on Messenger you can report it, 

block the user, or ignore the conversation via a tool directly in the chat box. It's recommended by 

NetAware to read Facebook’s Community Standards which outline how they’re trying to keep the 

platform a safe space.
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directly call phone numbers

receive and read your text messages (SMS or MMS)

change network connectivity

download files without notification

read the contents of your shared storage

read your text messages (SMS or MMS)

access location in the background
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 Whatsapp is a free multi-platform messaging app that lets you make video and voice 

calls, and send text messages with just a Wi-Fi connection. Created in 2009 by two former 

Yahoo employees, Brian Acton and Jan Koum, today it is the No.1 most downloaded app 

globally across the Apple and Google Play Store.

While WhatsApp is similar to other messaging services like iMessage or Messages by 

Google, it still offers a few key advantages, the most significant being cross-platform 

functionality (between iOS and Android, for example). Due to the applications growing 

popularity, Facebook acquired WhatsApp in 2014 for $19 billion, more than 12x higher than 

WhatsApp’s valuation from the previous year.

Background

30-35

Whatsapp
Video/Messaging Application

Popularity

$19 billion buyover from Facebook in 2014, 

and estimated to make $5 billion a year in 

revenue.

1st most downloaded app worldwide on the 

iOS and Google Play store

Over 2 billion active daily users

According to App Annie data, the average 

WhatsApp user on the Android platform spends 

19.4 hours per month (38 minutes per day) on 

the app.

Messages

100BN
Exchanged each day 

between users

Users

2BN
Daily Active Users 
(WorldWide) - 2021

Revenue

$5BN
Estimated potential 

revenue (2020)

https://backlinko.com/whatsapp-users

Source:  Backlinko (2021) - 

Downloads
1st

Most downloaded 
app in the world    

 -
 W

H
A

T
S

A
P

P

Average

Overall Safety Rating:



2
5

No app is 100% safe to use. Like any app or digital device, WhatsApp is often targeted by 

bad actors. The app also has access to your contacts and tracks where and how long you 

use it, putting your privacy and personal information at risk.

Bugs / Issues

The world’s leading messaging platform claims security and 

privacy are in its DNA - every WhatsApp message is protected by 

the same Signal encryption protocol that secures messages 

before they leave your device.

Hackers & spyware bugs - in May 2019, hackers learned they could infect phones with spyware by 

calling victims through WhatsApp. WhatsApp quickly fixed the software bug, but criminals are 

always searching for new vulnerabilities in apps. What’s more, WhatsApp can gather and store data 

on “how you interact with others using our services, and the time, frequency and duration of your 

activities and interactions,” according to its privacy policy—and could even share that info with police.

Con�icting interests: Facebook - there have been data privacy concerns since the platform was 

bought over by Facebook in 2014. Facebook has been the subject of much criticism in recent years. 

One of those criticisms is of Facebook's effective market monopoly and anti-competitive actions. 

Regulators attempt to minimize anti-competitive behavior by evaluating any takeover attempts. 

WhatsApp continued to defend its data privacy—attesting that little was shared with Facebook, that 

any privacy concerns overlooked its security measures, that all the data was needed to operate a 

platform serving 2 billion users and 100 billion daily messages

Safety & Security

End-to-end encryption - WhatsApp’s end-to-end encryption feature ensures that all of your 

communication on the platform, including messages, files, and calls, is private and can only be 

viewed by you and the recipient. Only you and the other side of each message can decrypt its 

content. Even WhatsApp has no means of accessing content in transit, while the messages on 

your phone are protected by the security of your device.

Removing messages from server - The latest version of WhatsApp allows users to remove 

messages from their device as well as the recipient’s chat (within an hour of sending the 

message). To delete a message in WhatsApp, tap and hold the message, tap “Delete,” and then 

choose “Delete for Me” or “Delete for Everyone.” You can also turn on a self-destruction timer 

feature, which makes your conversations disappear after seven days

 -
 W

H
A

T
S

A
P

P



-
 W

E
C

H
A

T
 -

2
6

WeChat has been described as China's "app for everything" and a "super app" because of 

its wide range of functions. The app was initially launched as an instant messaging app by 

Tencent in January 2011. Services like Facebook are banned in China, so WeChat is the 

standard for business and communication.

WeChat supports the basics like voice chatting, picture messaging, and video calling. 

Users can also form a WeChat group with as many as 500 people and hold group WeChat 

calls with as many as nine people.

Overall Safety Rating:

Background

30-35

WeChat
Video-Chat Application

Average

Popularity

Over 1 billion monthly users – a threshold it 

crossed in the early days of 2018. 

5th most widely used social networking app 

in the world.

410 million audio and video calls per day

WeChat, which is owned by Chinese tech 

giant Tencent, has more than a billion monthly 

users, just behind Facebook’s WhatsApp and 

Messenger.

Source:  Statista (2020) - 

https://www.statista.com/statistics/255778/number-of-

active-wechat-messenger-accounts/

Calls

410M
Exchanged every day 

between users

Users

1.17BN
Monthly Active Users 

(WorldWide) - 2020

Downloads
5th

Most used app in the 
world    

Revenue

$11.6BN
As part of Tencent total

�gures FY (2019)
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As WeChat is China’s biggest digital platform, it’s little surprise that it is also a big arena for 

cybercriminals. According to a report by the Supreme People’s Court, WeChat was by far 

the most widely used digital application by scammers in 2019.

Bugs / Issues

There are parental controls on WeChat and privacy settings 

available that will help to keep you or your child’s account private. 

However, there is still a risk your child could chat to someone they 

don’t know on the app or come across something that upsets or 

confuses them. If you let your child use the platform, you should 

explore the different features together and decide which ones are 

appropriate for them to use.

Random contacts - WeChat has a 'discover users' mode which allows you to connect with other 

people - either worldwide or nearby - entirely at random, through the device's GPS locator. Th 'shake' 

facility (i.e. literally shaking the phone) puts you in touch with another user (most likely a stranger) and 

instantly allows messaging and video contact. For children and young adults, this feature is 

potentially incredibly dangerous

Surveillance suspicions  - some western journalists have alleged that WeChat is being used on 

behalf of the Chinese government to mine data, access voicemails and track users' physical location. 

The Indian Government banned the app in 2020 over "data and privacy issues" in the USA, the 

Government has initiated the legal proceeding to block WeChat, citing national security and data 

privacy concerns.

Safety & Security

Avoid 'shake' function -  this feature should always be turned to 'off' since it  has some safety 

concerns, primarily, that the greetings are sent by default. Some users send offensive or 

inappropriate greetings, or even spam, trying to get you to you to visit their websites. If you must use 

the app - avoid the 'shake' function.

Parental Controls - WeChat has a parental control mode that can help to limit what games and 

features your child can access on the app. This needs to be enabled in settings.

Reporting & Blocking - You can easily block and report other users in WeChat. However, you can’t 

report individual comments, videos or images.
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BlueJeans is a cloud-based service that is able to connect users across multiple devices 

and utilise other conferencing platforms including Google, Microsoft Lync and Cisco. The 

platform offers collaborative video, audio, and web conferencing as well as allowing users 

to host livestreams and other interactive events. 

The online application is notable for its simplicity, allowing users to "schedule, join, and 

host one-touch meetings in just six seconds" from any device. In addition, the service 

utilises HD video and Dolby Voice audio, which offers high quality. While BlueJeans does 

offer a free trial, those who plan to use the service long-term will need to sign up for one 

of the service's membership plans.

Overall Safety Rating:

Background

30-35

BlueJeans
Video-Conferencing Application

Good

Popularity

180 countries use the online video 

conferencing software

BlueJeans is advertised as an efficient 

software which allows users to host up to 50 

members per meeting, unlimited one-on-

ones, unlimited group meetings without time 

limits

Source:  Blue Jeans (2020) - 

https://www.bluejeans.com/blog/video-conferencing-

usage-during-coronavirus-outbreak

Minutes

5.8BN
Paid minutes from 

active users

Rated

2019
A Top Rated Web 

Conferencing Software  
      (2019)

Countries
180

Worldwide that use 
the service

Revenue

$100M
Gained application 

�gures (2019)

User Rating

5.8 billion minutes used by paying 

customers

$100 million in annual recurring revenue for 

the fiscal year

Blue Jeans Usage - March 2019
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BlueJeans is a pretty safe meeting application, however there may be a few things to take 

into consideration specifically for practitioners who may want to use the software for online 

music tuition sessions.

Bugs / Issues

BlueJeans seems to do a fine job with security. It doesn't use end-

to-end encryption, but it still uses strong encryption and has the 

ability to require passwords to access meeting to stop the dreaded 

"zoombombing." The online platformis a good option for meetings 

and sessions that require a little more security than a free Zoom 

session. 

Noise supression - there have been reported problems with playing live music over BlueJeans. 

Since it was originally designed for business meetings, the software creats an environment where 

the audio "hunts" for the strongest sound - presumably the voice of the person speaking that the 

user would want to be heard. However, in practice, if you try to have someone play a guitar and 

sing (for example), the application may suppress the instrument or the vocals as it tries to 

determine which of these two competing things to prioritize. Recent changes have been made so it 

is possible to turn off the background noise suppression on a meeting by meeting basis.

Privacy concerns - on registration the platform will collect some personal information about users 

like your name, who you work for, your job, where you live, your phone number and email address. 

BlueJeans' acquisition by Verizon, and Verizon's long history of being against net neutrality, may be 

room for concern.

Safety & Security

Standardised encryption -  videos are encrypted by default. BlueJeans can be accessed via 

browser and does not require an account or the download of a new program.

Global Data Security Center - the platforms service consists of software that runs on cloud-

compute clusters which has it's own dedicated security and multiple levels of biometric access 

controls. Access to the online security cages is restricted to BlueJeans Operations personnel
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Infrastructure and Network Security - BlueJeans employs a wide range of security management 

practices to provide a secure and reliable service to customers. This includes network firewalls and 

proxy servers that terminate all 3rd party/customer traffic at a proxy layer. All web traffic passes 

through load balancers to protect against a suite of application attack vectors.
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Slack is essentially a chat room for companies, designed to replace email as the primary 

method of communication and sharing. The software is available for desktop and mobile 

and can be used through the Slack website on a web browser.

It's meant for workplaces and can be used across multiple devices and platforms, 

equipped with robust features that allow you to not only chat one-on-one with associates 

but also in groups. Whilst it is not likely that music educators will use it for tuition, it does 

have a video call function and therefore could be used for the purposes of an online 

session.

Background

30-35

Slack
Business-Communication Application

Popularity

More than 1.5 billion messages are sent 

every week over Slack.

10 million daily active users worldwide.

600k organisations around the world use 

Slack.

Slack has come a long way since its inception 

back in 2009. The Slack number of employees 

stands at 1,664 people worldwide and the 

platform is compatible with 4,000 different 

apps. 

Source:  Statista (2019) - 

https://www.statista.com/chart/6643/daily-active-users-

of-slack/

Messages

1.5BN
Exchanged each month 

between users

Users

10M
Monthly Active Users 

(WorldWide) 

Organisations

600K
88K pay-to-use it 

(Worldwide)

Revenue

$400M
Gained application 

�gures (2019)

Overall Safety Rating:

Average

User Rating
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Slack's convenience and accessibility comes at then risk of expanding surface attacks that 

cyber criminals can exploit. People often assume that direct messages, passwords, and 

private chat channels are enough to protect their data. Unfortunately, that often isn’t the 

case, not least because every service stores and transmits data in different ways.

Bugs / Issues

Simple steps to enhance the security for users of Slack are to make 

sure that you do not share any sensitive business information or 

private account deatails through the application. Everyone should 

also use two-factor authentication, to minimize the risk of account 

compromise.

No end-to-end encryption - since Slack is primarily a web app, it uses HTTPS encryption just like 

any legitimate website that collects potentially sensitive data. Though this means data is encrypted 

both en-route and while at rest on Slack’s servers, its safety is entirely at the mercy of the platform 

and its own security protocols. If a hacker were ever to obtain the decryption key, they could, in turn, 

gain access to the data. 

Phising attacks - there’s the possibility of someone using Slack to post malicious content in app, 

either intentionally or accidentally. An example includes a link to a site that appears one way, but is 

actually a phishing portal. Similarly, a former employee who left a company on bad terms, yet still 

has access to the workspace, might deliberately post malicious content. Such scenarios can hardly 

be blamed on the platform, but the potential dangers are all much the same.

Safety & Security

Information governance -  Slack offers governance and risk-management capabilities which are 

flexible to indiviual user needsThis includes global retention policies, custom terms of service and 

support for eDiscovery.

Increased security - since it's phising attacks in 2015, Slack has deployed Avanan, a vendor known 

for their CASB solution, which has since created a security platform for the application that provides 

URL filtering, protects businesses from malware, identifies and blocks accounts that have been 

hacked, and provides a full administration dashboard. This can effectively protect you and other 

users from phishing links and compromised accounts on Slack.
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Jitsi Meet (also referred to as meet.jit.si) is a free and open source video conference 

service maintained by parent company 8x8.

Jitsi Meet users don’t need to create an account to join a call. To join a call, all you need is 

the meeting link, which you can open in a browser window on your computer, or through 

Jitsi’s mobile app. If you want, you can optionally password-protect the meeting to bar 

unwelcome participants from joining your call.

Advanced users, like organizations with a well-supported technical infrastructure, can host 

their own Jitsi service. Self-hosting is an ideal solution for users who want to keep their 

conversations private, and maintain ownership of call data.

Background

30-35

Jitsi Meet
Video-Conferencing Application

Popularity

10.4 million monthly active users

Over the initial lockdown period, downloads 

for Jitsi Meet grew from an average of 120 

daily downloads to more than 100,000.

Source:  App Figures (2020) - 

https://appfigures.com/resources/insights/jitsi-meet-

zoom-alternative

Video Call

75
Participants at the same 

time (max)

Users

10.4M
Monthly Active Users 

(2020)

Cost

FREE
100% open source 

application / platform

     at the same time

75 users can video call on the application 

     conferencing solution

Free to use, 100% open source video 

Downloads

1.4M
in March 2020 (120 daily 

downloads)

Overall Safety Rating:

Good

User Rating
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Jitsi Meet and the open-source community behind it appear to value and prioritise privacy 

and security as part of their mission in making this product. As with all things on the 

internet, it's good to be careful. Some internet security experts caution using Jitsi Meet 

because it doesn't yet provide end-to-end encryption.

Bugs / Issues

Jitsi Meet has a few security and privacy measures that set it aside 

from Zoom. The platform is an open-source project, meaning 

anyone can download and vet the project. At the time of research, 

there are no security warnings relating to Jitsi Meet sending data to 

external sources or leaking private information elsewhere.

Less user-friendly - some users may have a hard time finding easy to use instructions and tutorials. 

But Jitsi does have a community set up where you can go and ask questions and a blog where you 

can find some tutorials. The application seems to lean more toward developers than average users 

at times with their documentation, so you might have to dig a little to find what you're looking for.

No 2-Factor Authentication - because users don’t need an account to join meetings on the service, 

two-factor authentication is not an option. But, this also means there’s no account to hack in the first 

place, which is a positive.

Safety & Security

Hop-by-hop encryption - this type of encryption means each stage of the video call is encrypted in 

part. Your video call to the server carries encryption. The server decrypts the video call, then re-

encrypts it and forwards it to the video participants.

No personal information - Jitsi does not use a centralised directory of contacts, so you’ll never have 

to worry about other Jitsi users looking you up through personal identifiers like email, username, or 

phone number.

Security audits - Jitsi Meet is an open source project, which means its code is publicly available to 

security experts to audit for any security issues in the code that could be exploited by bad actors. 

The platform is under active maintenance from dedicated engineers and community contributors, 

who regularly ship updates with patches to fix security vulnerabilities.
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Cisco Webex is a video conferencing and collaboration product suite. This cloud-based 

collaboration suite is comprised of software including Webex Meetings, Webex Teams and 

Webex Devices. The Webex suite is a merger of Cisco's Webex web conferencing platform 

and the Cisco Spark team collaboration app. The services rebranded under Webex in April 

2018 in order to centralize Cisco's collaboration portfolio.

WebEx was first founded in 1995 by Subrah Iyar and Min Zhu. Former Zoom President Dave 

Berman also served as President of Worldwide Sales and Services at WebEx, even helping 

it go public.Zoom founder Eric Yuan was an engineer at WebEx before going on to launch 

his multibillion-dollar company. With so many all-stars working within the company, it 

should come as no surprise that it would become both successful and influential.

Background

30-35

Cisco Webex
Video-Conferencing Service

Popularity

324 million daily active users

12 years after its founding, WebEx was 

acquired by Cisco for $3.2 billion despite 

only having $380 million in sales:

Source:  UC Today (2020) - 

https://www.uctoday.com/collaboration/team-collaboration/team-

collaboration-confusion-as-providers-battle-daus/

Meetings

4.2M
Secure private meetings 

provided daily

Users

324M
Daily Active Users 

(2020)

Minutes

25BN
Meeting minutes in April 

2020

     April 2020

25 billion reported meeting minutes in 

Revenue

$49.3BN
Fiscal Year Earnings 

reported 2020

Overall Safety Rating:

Good

User Rating

$49.3 billion reported revenue for 2020

      provided daily

4.2 million secure and private meetings 
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Cisco has patched quite a few vulnerabilities since its takeover of WebEx in 2007 including 

three critical flaws, three high-severity bugs, and 8 medium-risk vulnerabilities. The 

vulnerabilities were discovered by IBM Research and the IBM’s Office of the CISO, which 

analyzed WebEx because it’s the company’s primary tool for remote meetings. The 

discovery comes as work-from-home routines have driven a more than fivefold increase in 

the use of Webex between February and June 2020.

Bugs / Issues

IBM has enjoyed an industry-wide reputation and a long-standing 

capability for responsible security research. Since their interaction, 

Cisco Webex’s security features are fairly comprehensive.

Malicious memory bug - the shared memory information leakage vulnerability, found in the Cisco 

WebEx Meetings desktop app for Windows, allowed an authenticated attacker to gain access to 

sensitive information either locally, or by running a malicious programme. Cisco has released a 

software update addressing this vulnerability, urging users to update their Cisco Webex Meetings 

software to version 40.6.0 and higher. 

'Ghost' access bug - identified by IBM’s security researchers, the Webex flaws could allow 

attackers to join meetings as ghosts (without being seen by other participants), remain in the 

meeting as a ghost after being expelled, and access information on meeting attendees (names, 

email addresses and IP addresses). Cisco rolled out patches for the bug on November 17. 

Safety & Security

Optional end-to-end encryption - Webex covers encryption for data in transit and at rest, along 

with the option for end-to-end encryption (E2EE) if needed. All media streams are encrypted during 

sessions between Webex apps and the Webex cloud. E2EE can be enabled to prevent stream 

decryption and limit encryption key access to a meeting’s host and attendees.

Robust data centre security - the platform is protected by a limited access network, which is 

accessible only by highly trusted parties like Cisco personnel. Its data centers also feature multiple 

environmental controls and service continuity enhancements. These safeguards minimise the risk of 

any sudden, unexpected disruptions to application availability.

Role-based access - role-based access is a proven way to reduce the dangers of insider threats by 

carefully controlling what specific users can do. The security features of Cisco Webex limit the 

privileges of meeting attendees, who by default are assigned no responsibilities and cannot become 

presenters. Meanwhile, hosts and administrators have more extensive capabilities. They can grant—

and, crucially, revoke—access to content such as shared apps and desktops during meetings.
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GoToMeeting is a flexible tool for video conferencing provided by the company LogMeIn, 

designed for professionals, small and medium businesses to conduct online meetings, 

webinars, and training from any device Android, iOS, Windows, and Mac. 

The software is designed to broadcast the desktop view of a host computer to a group of 

computers connected to the host through the Internet. Transmissions are protected with 

high-security encryption and optional passwords. 

It was developed in July 2004 using the remote access and screen sharing technology 

from GoToMyPC and GoToAssist to allow web conferencing. In July 2016, parent companies 

Citrix and LogMeIn announced plans to merge the GoTo family of products.

Background

30-35

GoToMeeting
Online-Meeting Software

Popularity

      in a year

17BN audio minutes hosted by platform 

GoToMeeting offers apps for desktop and mobile, as 

well as a web interface. The application also has the 

ability to integrate with several popular business 

platforms. You can automatically sync scheduled 

meetings with Microsoft Outlook or Google Calendar.

Source:  Built With (2021) - 

https://trends.builtwith.com/widgets/GotoMeeting

Meetings

Over 77M
Meeting sessions held 

worldwide (2018)

Participants

3000
People can join same 
meeting (Enterprise)

Minutes

17BN
Meeting minutes in   

2018

     $13 billion

1 billion in revenue with a market cap of 

Revenue

$1BN
Estimated annual 

revenue

Overall Safety Rating:

Good

User Rating

Over 77M sessions and webinars hosted 
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GoToMeeting's convenience is not without risk; consider the possible downsides before 

using this application (or any for that matter) to host music sessions over to the platform. 

Whether you're working with training, webinars, or meetings, the application has a few 

security concerns to keep in mind:

Bugs / Issues

Taking into consideration the above, GoToMeeting is still a fairly 

secure platform which uses powerful encryption mechanisms and 

protocols to secure the data transmitted between the LogMeIn 

infrastructure and users, and the data stored within the parent 

company's systems like cloud recordings, transcriptions, and 

meeting notes.

Common Weakness Enumerations (CWEs) - the European "responsible vulnerability disclosure" 

specialists Swascan claim to have discovered that the popular virtual conference service may be 

subject to various common weakness enumerations (or CWEs). This may affect the ability to set up 

meetings with the privacy normally expected of these online events.

Information security - GoToMeeting allows you to record presentations for later display, but these 

recordings are only as stable as the GoToMeeting servers. When using the platform, you have no 

way of knowing whether anyone participating in the meeting is recording or capturing the meeting. 

If you're discussing sensitive information, there's no guarantee that the information will not end up 

leaked to the public or to other employees due to a surreptitious recording or dissemination of the 

information by one of the meeting's participants. The meeting subjects discussed in your 

GoToMeeting environment are only as secure as the computers through which teachers/tutors and 

students participate. 

Safety & Security

Regular updates / scanning -  any updates to the platform itself are developed in collaboration 

with the companies in-house security team which rescan the programmes regularly for 

vulnerabilities.  Encryption is employed at rest using 256-bit AES for session cloud recordings, 

transcriptions and meeting notes, 

TLS encryption - encryption is employed at rest using 256-bit AES for session cloud recordings, 

transcriptions and meeting notes. The platform ensures that user meetings and information stay 

confidential.

Password protected meetings - basic features like meeting locks keep non-invited users out of a 

meeting. With password protected meetings, only those with the code will be able to gain entry 

keeping any meeting sor sessions secure from others who may know your personal meeting code.
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Zoho Meeting is a cloud-based web conferencing solution that enables users to connect 

and communicate over a secure network. Teachers can host online meetings from 

anywhere with real-time audio, video, remote control, and screen sharing capabilities. 

Users can also run webinars where they can broadcast their screens, launch polls, and 

answer questions in real-time.

If you need attendee counts beyond 100, Zoho classifies these as webinars. While these 

use the same conferencing technology, Zoho has a separate product for them, called Zoho 

Webinar. A free tier is available on the Zoho website, but it's for just two attendees at a 

time. This is enough to get a basic meeting started or have two IT pros evaluate the app.

Background

30-35

Zoho Meeting
Online-Meeting Platform

Popularity

     view 25 active video feeds at a time

100 participants in a single meeting and  

Zoho Meeting users can conduct meetings for as 

long as they want. This includes even in the free 

edition, unlike others that have a cut-off limit, which 

has made the app quite popular for first-time users:

Source:  TEC (2016) - 

https://www3.technologyevaluation.com/research/article/

zoho-branches-into-the-mid-market-with-latest-crm-

solution-launch.html

Users

+60M
Reported as of 2021 
company statistics

Participants

100
 hosts and view 25 

active video feeds at a 
time

Countries

180
Actively used in recent 

reports

$72 million in net-profit revenie for 2019

Zoho Top 10 User-based Countries

Revenue

$72M
Estimated net pro�t for 

2019

Overall Safety Rating:

Good

User Rating

180 Countries actively using the application
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Zoho Meetings, like all applications, has had a few bug fixes in it's continual platform 

updates to improve quality and security. For large companies (like Zoho), they usually have 

a well-developed security system to protect their information, but for small companies, 

how to protect the information security inside the company is an important issue

Bugs / Issues

As the world embraces remote work, security and privacy of online 

apps, especially web conferencing software, are becoming topics 

of concern. The Zoho Meeting platform has followed protocols to 

protect user information online through encryption and 

compliance to internationally accepted security and privacy 

standards.

Zero-Day �aw - a 'zero-day' vulnerability was disclosed in the IT help desk ManageEngine 

software made by Zoho Corp. The serious vulnerability enables an unauthenticated, remote 

attacker to launch attacks on affected systems. Zoho has now released a security update 

addressing the vulnerability.

The analyst of Confense said that it is not certain why hackers overwhelmingly choose the Zoho 

platform, perhaps just because Zoho’s security measures were too weak, including not forcing users to 

use two-factor authentication or activity monitoring

Phising incidents - the platform suddenly became unreachable on 2018 September 25th because 

its domain name registrar TierraNet received a direct report on Zoho’s phishing campaign which  

blacklisted Zoho’s site. Although Zoho seemed innocent, according to the statistics of Cofense, 40% 

of the keylogger software used Zoho’s service to transmit stolen information. 

Safety & Security

Password-protected meetings -  Security and privacy for online meetings became a quickly 

growing concern in the initial days of switching to remote work. To protect users and their 

information, the platform has enabled password protection for all meetings as an additional layer of 

security apart from encryption, two-factor authentication, 'Lock-Meeting' feature, entry/exit 

notifications, recording notification, and other moderator controls.

Key invalidation of past meetings and webinars - as a step towards better security, Zoho started 

invalidating the keys of past meetings and webinars for their users. This prevents hackers and online 

abusers from randomly guessing meeting and webinar keys to get access to user data. Although 

this security measure means you cannot re-start your past sessions, you can always reschedule 

past meetings to use them again.

-
 Z

IO
H

O
 

M
E

E
T

IN
G

 -



-
 S

IG
N

A
L

 -
4
0

Signal is a cross-platform centralised encrypted messaging service developed by the 

Signal Technology Foundation and Signal Messenger LLC. The origins of the Signal app go 

back to 2010, when a company called Whisper Systems first launched two Android apps: 

One was TextSecure, which encrypted text messages, and the other was RedPhone, which 

did the same for voice calls. In 2011, the company was bought by Twitter and the apps 

were released as free open-source software.

The platform is available for Android, iPhone, and iPad - with a desktop client for Windows, 

Mac, and Linux. Similar to Whatsapp, joining is free and only requires a phone number. 

Signal is developed by a non-profit foundation and is funded by donations and therefore 

doesn’t try to gather a bunch of data on you or show you advertisements

Background

30-35

Signal
Online-Meeting Platform

Popularity

      2020 have been recorded for the application

105 million downloads, as of December 

The encrypted messaging app announced the 

launch of it's video calling feature for group chats, 

marking a foray into what became an increasingly 

crowded market since the start of the pandemic.

Source:  Heimdal Security (2019) - 

https://heimdalsecurity.com/blog/the-best-encrypted-

messaging-apps/

Users

40M
Reported as of 
January  2021 

Downloads

105M
Reported as of 
December 2020

      less than 1% of Signals active user base

$600 thousand in donated profits from 

End-to-end encryption explained

Donations

$600K
Less than 1% of Signal 

users donate

Overall Safety Rating:

Very Good

User Rating

     second week of January

7.5 million users were added on Signal in the 
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Signal saw millions of new users flock to the application during the lockdown period, but is 

it safe? The application was founded by a security researcher and until 2018 the platform 

was fairly niche unless you worked in some form of online security.

Bugs / Issues

The platform's video calls are free, private and end-to-end 

encrypted - a security feature video that applications such as 

Zoom were comparatively late at implementing. This makes it a 

popular choice for users looking for enhanced privacy and 

security.

Temporary capacity crash - Signal saw a surge in downloads after WhatsApp announced it would 

require data sharing with Facebook, its parent company, and also after notable endorsements from 

particular users. The platform struggled to deal with the millions of new users that had signed up to 

the messaging app but the outage didn’t last long and Signal later tweeted that it had expanded its 

capacity to accommodate the influx of new users..

No backups - the application does lack some more 'taken for granted' resources that some of the 

less secure platforms in this review do enable, such as backing up messages to the cloud. While 

this may boost privacy for users, some users rely on the cloud to backup their chats.

Safety & Security

Non-for-pro�t company -  as Signal is not owned by a big tech conglomerate and operates as an 

independent non-profit, this can be a benefit for some users seeking greater privacy. Unlike big tech 

companies, the service doesn’t sell ads or user data. It’s supported by donations, including a $50 

million loan from its co-founder, Brian Acton, who also created WhatsApp.

End-to-end encryption - Signal is a free messaging app that uses end-to-end encryption to keep 

user messages private. When you send a message, the only people who can see that message are 

the recipients — not even the company that runs Signal can see what you send.
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Security features - the platform is similar to other messaging apps, but with a lot more security 

features. It's available for free on iPhone, Android, Mac, and PC. If you're concerned about someone 

accessing the Signal app from your phone, you can lock the app with the same passcode or 

fingerprint scan normally used to lock your phone. Blocking someone from contacting you through 

the app is just as easy.
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Wire is an encrypted communication and collaboration app created by Wire Swiss. It uses  

encryption for voice calls, video calls, and basic messaging functions. The software is 

available for Android, iOS, Windows, MacOS, and Linux (Beta), and can be used on nearly 

any web browser with the web app.

Competitive messaging apps with similar encryption, such as Signal and WhatsApp, 

require users to register for the service with a phone number. And while there are 

workarounds, this move has serious privacy implications for those who prefer not to give 

away a personal number before you can chat. On Wire, you can simply register with an 

email. 

Background

30-35

Wire
Online-Meeting Platform

Popularity

     platform

700 corporate enterprises actively using the 

The platform has also recently added more 

business-centric features, such as screen and file 

sharing making the app more functional for 

casual and professional users.

Source:  International Business Times (2016) - 

https://www.ibtimes.co.uk/wire-worlds-most-private-

messaging-app-offers-total-encryption-calls-texts-

1548964

Users

500K
Reported as of April  

2021 

Companies

700
Enterprises actively 
using the platform

      US investor Morpheus Ventures

$8.2M in donated profits from 

Features of Wire and other popular platforms

Donations

$8.2M
from US investor 

Morpheus Ventures

Overall Safety Rating:

Very Good

User Rating

500k - small number of Wire personal users
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The Wire app appears, on the surface, to avoid many of the pitfalls that other messaging 

apps have - it's fully end-to-end encrypted, and it's open source. It supports video calling, 

and it has clients for smartphones, desktops, and web.

Bugs / Issues

Wire provides some of the strongest security for personal users 

and organisations looking to protect their communications and 

document sharing. After responding to security audits, the Wire 

app team has developed a fairly hardened, yet simple platform 

that continues to improve over time.

Storage of 'metadata' -  the Wire client authenticates with a central server in order to provide user 

presence information. However, the application does not attempt to hide metadata, other than the 

central server promising not to log information.

External / independent assessments - the platform is open-source, but would benefit in providing 

more comprehensive independent assessments of it's security and privacy.  The highest severity 

issues which has been reported by audits an outdated JavaScript framework that could potentially 

allow injection attacks against the application. Wire's platform engineers have been quick to fix any 

issues outlined by external assessors.  

Safety & Security

Non-for-pro�t company -  Wire does not sell analytics or usage data to third parties. The secure 

platform is fully compliant with the strict data protection laws in Switzerland and the European 

Union, and it’s one of the most publicly audited collaboration and communication software on the 

market.

End-to-end encryption - on Wire, conversations are end-to-end encrypted, meaning that no one 

except the conversational participants can read the messages. Wire is another one of the very few 

apps that sets end-to-end encryption as the default to protect your messages, images, and files. 

Wire’s encryption works transparently in the background and does not need to be activated 

because it is always on. 

Security features - since it is an open source app, it maintains a high level of security to secure 

users online data and its software code is publicly viewable. It's source code is available for users to 

verify, inspect, and improve through GitHub which also means it can be examined externally for 

security holes. 
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Below is a list of other video conferencing / messaging apps which 

could be used in the context of online music lessons. It is highly 

recommended to perform similar background checks into any of these 

applications (similar to the ones in previous pages) before using them 

yourself or letting someone else use them.

Other notable platforms / applications

Review: Video Meeting Applications

PGI Global Meet

Join.Me 

UberConference

Discord

Duo apps

Adobe Connect 

Telegram 

Viber

Threema

Zangi Messenger

RingCentral

Avaya

StarLeaf

Polycom

The next section will focus on 'music-oriented' applications and how 

these platforms/softwares can be used in conjunction with the video 

meeting tools detailed previously in the context of online music lessons.

AnyMeeting

LogMeIn

Vidyo

Amazon Chime

Houseparty

Marco Polo

FreeConferenceCall

TeamViewer

Lifesize

Whereby

Circuit

MyRoom

3CX

BigMarker

Intermedia Unite

Interactio

Livestorm

Jiminny

Arkadin Anywhere

Spike

ezTalks

Crowdcast

Glance Networks

TIXEO

StartMeeting

Teleport.Video

AirParrot

Ubiq



Music 
Oriented 

Applications
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Chrome Music Lab is a free online music creation webtool from Google. It is described as 

“a website that makes learning music more accessible through fun, hands-on experiments” 

and can be used on any web-connected device through most Internet browsers, so it will 

work on desktop computer, laptop, tablet, or smartphone (note: it does not work on 

Internet Explorer).

There are a variety of tools via the platform: Song Maker, Rhythm, Spectrogram, Chords, 

Sound Waves, Arpeggios, Kandinsky, Melody Maker, Voice Spinner, Harmonics, Piano Roll, 

Oscillators, and Strings. Each tool is visually user-friendly and younger users can simply 

explore by trial and error whilst still gaining a lot from experimenting with the virtual 

software.

Background

30-35

Chrome 
Music Lab
Online Music-Tool

Popularity
Chrome Music Lab is an exceptional project from Google which has 

steadily risen in popularity over the past few years. It is a well accepted 

tool for younger participants  and those starting their creative musical 

experience for the first time.

Overall Safety Rating:

Very Good

User Rating



4
7

Bugs / Issues

Much like most of the external music softwares/applications under review, there 

are no significant security concerns with using the online tool. However, since 

Chrome Music Lab is an online tool, it may be necessary, given a particular user, 

that extra precaution and supervision is given to make sure that this is the only 

website they use and visit whilst online via the Google Chrome browser platform

Exclusive to Google Chrome browser -  the tool has to be used online via the Google Chrome 

internet platform, which may not be suitable for some users. Most computer come with the 

Microsoft Edge internet browser platform readily installed, whilst the Chrome platform may have to 

be an additional install on your computer.

Safety & Security

No sign up required -  since Chrome Music Lab is an online web tool, anyone with an up-to-date 

working version of Google Chrome browser can access the tool for free, without having to share any 

personal information.
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Google’s Safe Browsing technology examines billions of URLs 

per day looking for unsafe websites. Chrome Music Lab was 

built by developers at the company who even provided open-

source code so others can build new experiments based on 

what they started.
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Charanga Musikpartner is a living cloud-based resource that brings together 

music, modern pedagogy and educational technology. It supports many aspects of 

music teaching and learning in and out of school. The resources are grouped by 

children’s age and for different approaches to teaching.

Musikpartner is mainly for teachers in Public Schools teaching classroom music, 

however students can use Yumu - an extended online space of the Charanga 

platform dedicated to supporting students' music-making between lessons.

Background

30-35

Charanga 
Musikpartner
Online Music Learning Platform

Popularity

Overall Safety Rating:

Very Good

User Rating

Over 35,000 primary teachers are now using the Charanga 

curriculum which offers to provide high-quality music learning in 

their schools. More than 100 Music Hubs have also adopted the 

programme as the basis for their school support activities.

The company Charanga has been established for more than 20 years with the music 

learning platform currently being used in 62 countries.  It's Musical School 

programme for primary and special schools was voted ‘Best Curriculum Scheme’ at 

the Primary Music Magazine Awards 2019.
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Bugs / Issues

There were no significant security concerns using Charanga's online tools.The 

company takes privacy and GDPR seriously, given the context of the learning 

tool. The platform will only retain data for as long as is necessary.

Safety & SecurityCharangas platform is a safe online space where students can 

learn, play and develop their musicianship and music-making 

between lessons. The site will never collect any unnecessary 

personal data from its users and does not process sign-up 

information in any other way than its intended purposes.

Compatible with any Single Sign-On system  - this helps reduce the number of personal 

details, if any, required to sign up for students and teachers to use i.e. a school could 

purchase login rights for a variety of pupils / tutors.
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Demographic data -  Charanga will automatically gather information about your visits to their 

sites. This includes demographic data and browsing patterns, but it is only collected in 

aggregate form – no individual user is identified. This is used to build up marketing profiles, to 

aid strategic development and to audit usage of the site.
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GarageBand is a Digital Audio Workstations (DAW) for macOS, iPadOS, and iOS 

devices that allows users to create and record music. Its music creation system 

enables users to create multiple tracks with pre-made MIDI keyboards, pre-made 

loops, an array of various instrumental effects, and voice recordings.

The applications default settings and templates make GarageBand very intuitive for 

beginners. Their 'Teacher Guide' includes lesson ideas for integrating music into 

subjects like math, science, literature, social studies, and history.

Background

30-35

GarageBand
Digital Audio Workstation (DAW)

Popularity

Overall Safety Rating:

Very Good

User Rating

GarageBand is one of the most popular DAWs in the world. Statistics 

for April 2021 alone show that the software was downloaded 1 

million times by users.

A lot of famous tracks by Artists have even utilised the DAW, such as Rihanna’s 

‘Umbrella’ which uses the humble GarageBand stock drum loop ‘Vintage Funk Kit 03'; 

Usher’s ‘Make Love In This Club’ is a basic vocal over GarageBand synth loop; and 

Kendrick Lamar’s Damn was produced with the help of the iPad and mobile app.



5
1

Bugs / Issues

There are no significant security concerns for downloading and using legitimate 

DAW software, especially from a credible and licensed company, such as Apple. 

There are always a few historical contingencies to have occurred with 

applications this size, which are generally quickly fixed in a new patch update.

Safety & SecurityThe GarageBand app is safe for kids, easy to use and useful for 

users of all skill levels. It is suitable for students of all ages and 

a great app for encouraging kids to be creative.

Free to use  - no sign up details required, just a working iOS device which supports the 

application. The app can be downloaded from the App Store.

Remote Code Bug -  a bug which caused Apple some grief back in 2017, where a newly 

patched hole in its GarageBand music tool had the potential to allow for remote code execution 

on the Mac. In theory, some could have been able to exploit the error by convincing the user to 

run a specially crafted .band file that would target the bug. Apple addressed this vulnerability 

with a patch update.
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Frequent patching & updates - GarageBand is owned and managed by Apple who 

regularly carryout patching to the application which contain stability improvements and 

security updates.
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Ultimate Guitar or simply UG, is the largest guitarist community website for guitar 

and bass guitar tablature, chord sheets and forums. It was started in 1998, as 

primarily a tab website, however, the platform has since extended its service into 

more technologically sophisticated web tools.

UG Pro is one of those advanced ad-ons which provides tabs that are structured 

into an interactive software which are put together by the Ultimate Guitar staff 

instead of just user submitted text files.

Background

30-35

Ultimate 
Guitar
Online Music-Tablature Platform

Popularity
UG has over 12 million registered users. It is a strong community of 

forum users who frequent the site. The website is regulated by an 

administrator and moderators. 

Moderators are users who are rewarded for being particularly helpful and 

knowledgeable in a specific subject and are responsible for moderating forums that 

focus on the subject they specialize in. 

Overall Safety Rating:

Average

User Rating
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Bugs / Issues

UG has branched out over the years from just being a guitar tablature platform, 

which is beneficial in some creative and social forms, but can compromise 

certain aspects of the 'user-friendly' experience.

Safety & SecurityAlthough UG encourages participation, they also have a strict 

guideline and set of rules that all UG users must follow. Data 

privacy and GDPR laws are also clearly stated on their 

platform.

Age restrictions  - members must be over the age of 13 to use the services offered by the 

site and only one account is allowed to be made per person.

Inappropriate language -  inappropriate words used to be censored by a computer that 

searched for and replaced undesired words posted within the community, until September 1st, 

2015, when censorship of curse and swear words was lifted on the website.

GDPR standards - data held within the platform is processed fairly and in accordance with 

applicable law. As is GDPR regulations reasonable steps will be taken to rectify or delete 

personal information following a relevant request by the concerned data subject.
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Scam comment links -  some phishing scams have been found within the comment section of 

some of the more popular tabs. Do not click or engage with any links within the comment 

section.
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Tutorful is an online platform which enables parents and students to find the right 

tutor for them. There have been an increasing number of music tutors appearing on 

the platform in the past year contributing a a variety of online music resources.

The platforms main function allows you to search for online tutors who teach the 

subject that you are interested in. Each tutor has a profile with information about 

themselves and their experience. You can start email conversations, send messages 

and organise lessons with these tutors online. 

Background

30-35

Tutorful
Online Tutor Platform

Popularity
Since their founding Tutorful has grown to become the UK’s leading 

marketplace for in-person and online tutoring. The platform helps 

thousands of students and parents find suitable tutors each week.

Overall Safety Rating:

Good

User Rating
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Bugs / Issues

Tutorful has mostly positive reviews, especially from parents and students who 

need help achieving their learning goals through online tuition. The only negative 

issues seem to stem from tutors using the platform:

Safety & Security
Tutorful does its best to provide a safe environment where 

both the pupils and tutors feel safe and confident. The platform 

allows users to get in touch with any concerns and to generally 

be sensible about the whole experience.

Safeguarding advice - the platform has some very genuine advice on safeguarding for 

children online. One such tip is educating students around online privacy. Passwords, 

financial details, address, phone number, school - anything that can be used to either 

access accounts or give strangers leverage to make a connection with a child should be 

kept out of conversations online.

Fairness for tutors -  tutors on the platform have often complained that the algorithm used is 

'unfair' with some teachers unexplainably disappearing from the main search list. Additionally, 

for every lesson tutors book via the platform they are taxed 20% to 25% of the lesson fee for 

using the service.
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Similarly to the video meeting applications section, there are a plethora 

of music-oriented applications to choose from.

It is highly recommended to perform similar background checks into 

any of these applications (similar to the ones in previous pages) before 

using them yourself or letting someone else use them.

Other notable platforms / applications

Review: Music-Oriented Applications

Chrome Music Lab              

Charanga Musikpartner 

SmartMusic

Acapella app.

MusicTheory.net

TiME (Technology in 

Music Education)

BrainPOP Music 

Resources

Musical-U

PBS Kids Music Games

Soundtrap EDU

LevineMusicOnline

Classics for Kids

The Rhythm Trainer

Tenuto

Theory Works - ABRSM

This concludes the reviews for music platforms and applications. The final 

sections will compile the key messages from this research on how to tell 

which platforms/applications can provide a safer online learning experience 

using some of the review techniques found within this report.

Music-Making / Theory Notation / Tablature

Sibelius

Ultimate Guitar Tabs         

Making Music Fun

Newzik

Flat

Noteflight

Digital Audio Workstations

Garageband                          

Audacity

Logic Pro X

Pro Tools

FL Studio

Cubase

Ableton

Reaper

Tutorful                        

PlaywithaPro

Superprof

Your Space Music 

Lessons   

My Tutor

My Music Staff

Live Music Tutor

Lessonface

Gigajam

TakeLessons.com

MyMusicPB

Tonara

Music Tutors

Music Tutors Online

Spires

Connolly Music

Music Tutor Platforms



GLOW does not provide its own video meeting application but there is plenty 

of guidance available on the platform to help teacher set up this capability for 

their own lessons.

Schools will generally often find that specific tools have been configured for 

their networks as video-conferencing involves access to network 

firewalls/ports. Therefore it would always be good to check in advance of any 

planned activity on what video platform/application can work best in any 

particular situation.

(For more details on specific video calling applications, see Section: Video Meeting 

Applications, page x, of this report).

Video Lessons 

Similar to the above, GLOW offers plenty of guidance and links to external music-

specific platforms which teachers can use to help plan and structure their lessons. 

Many of these music applications allows pupils to use drag and drop graphic 

representations of sound samples to combine together into a piece of music. 

Music Resources 

-
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Glow is a national ICT (Information and Communications Technology) programme 

managed by Education Scotland. Whilst not inherently music-specific many 

teachers in Scotland will use the platform for safe use of learning resources, 

sharing of teaching materials, and designing online resources and activities to 

engage learners.

The funding for Glow came from the Scottish Government and the project is a 

collaboration between local authorities, Education Scotland and RM Education. 

Details of the platform are listed below:

GLOW

Other Considerations



Video Lessons 

Music Resources 
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SEESAW

The application is a simple way for teachers and students to record and share 

what's happening in the classroom. Seesaw's platform allows students to 

document their learning, be creative and learn how to use technology. Each 

student gets their own journal and will add things to it, like photos, videos, 

drawings, or notes.

There is also a conferencing feature which can allow teachers, pupils and 

parents to engage via video call, which can give students time to reflect on 

their learning, and show examples of student work in Seesaw.

(For more details on specific video calling applications, see Section: Video Meeting 

Applications, page x, of this report).

Similar to the GLOW, the Seesaw platform offers thousands of templates for music 

classroom activities, which can be used within or outside of the application itself. This 

includes warm-up, rhythm, melody and theory activities giving students sensory 

experiences in singing, playing, reading, writing, and making musical decisions 

-

Seesaw for Schools is a digital app-based platform that allows students, 

teachers, and parents or guardians to complete and share classroom work. It 

essentially allows students to work on a tablet or smartphone to create content 

that is automatically saved online within a personal profile. This can then be 

accessed by the teacher, via app or browser, to assess work from any location. 

Seesaw is used by over 10M teachers, students, and family members every 

month across more than 75% of schools in the U.S and has steadily been 

growning in popularity within the UK education sector. 

Other Considerations



Conclusion: 
Key Points

 
 

(Platforms & 
Security)

 
 



Establish a 'safe' list

Establishing a secure application / platform list for your online lessons 

can help you choose between safe alternatives

(only use apps which have been agreed on by both parties - e.g. teacher and student)

Keep it professional

Online tuition should be fun and flexible - but should be focussed on 

the lesson itself. Avoid application features which are not required for 

online tuition purposes.

(this includes things like the messenger function and other non-essential application items)

New vs Old software

Only install or use the most up-to-date version of an application.

('patching' - more on this in Part 2)

Key Points

Reviewing platforms & applications
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This report provides a detail review into some of the existing 

platforms / applications which are typically used to support online 

music education. The key messages are as follows:

Always review a platform / application before downloading or using it.

(you can use this report as a reference guide, or alternatively, safely search for the core safety 

categories of the application outlined in this report via a safe established web browser)



Concluding Remarks
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Whilst global lockdowns and people's 

circumstances has somewhat forced a lot 

of students and teachers to move online 

for their lessons / tuition there have been 

a lot of accepted positives in terms of the 

flexibility, creativity and ingenuity 

facilitated by supportive technologies - 

e.g. platforms and applications.

However, with any great invention 

created within the online domain there 

are associated risks which come in the 

form of bugs and cyber attackers which 

users must mitigate by developing some 

form of technological skepticism and 

awareness, or as we have coined - cyber 

resilience.

By no means do we suggest rejecting 

online forms of technology entirely - 

instead we encourage users to become 

more vigilant and knowledgable of the 

online world so as to increase both their 

overall cyber presence and safety. 

Information is key - and whilst there is 

plenty of it which can be found online - 

the fundamentals remain largely the 

same.

What can we achieve 
from being more 'cyber 
resilient'?

Your personal information, whether that 

be in the form of demographic data or 

even personal messages, is very valuable 

and should be treated as such. 

When you sign up for an account via any 

platform or application, it is the 

responsibility of the companies / 

organisations associated to these apps to 

strictly follow GDPR rules and 

regulations. How this information is 

processed and connected (encryption 

technology) is essentially 'dealers choice' 

- with some platforms implementing 

highly secure methods (end-to-end) and 

others, due to the nature of their internal 

coding, failing to deploy this level of 

security at all (no encryption).

Being able to recognise the differences in 

application features and security 

measures can help keep online users 

informed and aware, allowing them to 

choose the right platforms and 

applications which fit their own cyber 

resilient values.

Creating a sense of 
'cyber values'

Andrew S. Rae

Data Scientist / Analyst

PRS For Music

andrew.rae@prsformusic.com
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